End-to-End Interoperability of Health Data/Records -
Validation Framework to ensure Affirmative Trust Decision

Basic Use Case - Data/Record Flow - Point of Collection/Origination to each Ultimate Point of Access/Use :

Initially...

In Real-Time...

ONC Interoperability Roadmap (2015)

(Establish)

Collect

Share

« Design, Specify, Agree by Consensus
« Certify HIT System Functionality
« Deploy, Operationalize, Validate

Typically, at source, e.g.,
* Point of service
* Point of care

Send

Receive

Key Standards for Trusted
Health Data/Record Management

+ 1SO 21089 - Health Informatics -
Trusted End-to-End Information Flows
(2004, in revision 2015)

* ISO/HL7 10781 - Health Informatics -
Electronic Health Record System
(EHR-S) Functional Model Release 2 (2014)

« Define Actions/Observations
« Define Record Entry content
documenting Actions/Observations

(EHRs and PHRs are comprised of
Record Entries. A Record Entry instance|
documents an Action Taken (by one or
more Actors) to support individual health
or to provide healthcare.)

1) Access source EHR/HIT
system/datastore

2) Originate source Record
Entry

3) Retain Source Record
Entry

1) Transmit unaltered copy
of source record content
2) Transform/Translate
source record content into
exchange artifact

3) Transmit exchange
artifact

1) Receive unaltered copy
of source record content

2) Receive exchange artifact
3) Transform/Translate into
Receiver Record Entry

4) Retain Receiver Record
Entry

Use

1) Access EHR/HIT
system/datastore

2) Access unaltered copy of
source record content

3) Access copy of Receiver
Record Entry content

4) IF TRUSTED Use content|
for intended purpose

EXAMPLE: Based on HL7 Fast Health
Interoperable Resources (FHIR) EHR-S
Record Lifecycle Event Implementation
Guide (part of FHIR DSTU-2 2015)

« Other examples might include HL7 v2
messages or CDA/CCDA documents

« Define FHIR Resources documenting
Actions/Observations, including
AuditEvent and Provenance

[Where FHIR resources are
implemented natively in
source record entries.]

[Where FHIR

resources are

implemented as exchange artifacts or as system APIs.]

[Where FHIR resources are
implemented natively in
receiver record entries.]

FHIR Resource Implementation:
Typical pattern >>>|

Action-related resource(s)
+ AuditEvent resource

+ Provenance resource for
Source Record Entry

Action-related resource(s)
+ AuditEvent resource

+ Provenance resource for
Exchange Artifact

Action-related resource(s)
+ AuditEvent resource

Action-related resource(s)
+ AuditEvent resource
+ Provenance resource for
Receiver Record Entry

W For each ONC Driver, Policy/Technical Component and Outcome - Define Assessment Criteria for achievement of interoperability W

Drivers

A. A Supportive Payment and Regulatory

« Develop, design supportive payment

. . . . N
e g and regulatory environment Continuously, Maintain/Ensure environment >
Policy and Technical Components

B. Shared Decision-Making, Rules of « Design, specify decision-making, rules |+ Continuously, Maintain/Ensure decision making, N
Engagement and Accountability of engagement and accountability rules of engagement and accountability -
C. Ubiquitous, Secure Network Infrastructure « Design, specify ubiquitous, secure « At startup, Identify/Authenticate networks, nodes and systems >

network infrastructure

« Continuously, Maintain/Ensure authenticated networks, nodes and systems

D. Verifiable Identity and Authentication of All
Participants

« Design, specify infrastructure to verify
identity and authentication of all
participants

* In real-time, Identify/
Authenticate all participants
in Action Taken and health
data/record collection

« In real-time, Identify/Authenticate all participants in
health data/record sharing - senders and receivers,

sources and enquirers

* In real-time, Identify/
Authenticate all participants
in health data/record use

« Continuously, Maintain/Ensure consistent representation of

. . . . . ’ -
= Conv5|stlent REFICSEEE Of. Design, SPEC'fy conS|st.ent_ authorization to access electronic health information ”
Authorization to Access Electronic Health representation of authorization to access a0 0 Verif 1 i Veri thorization to sh dand T = Verif
[ - electronic health information n real-time, Verify n real-time, Verify authorization to share - send an: n real-time, Verify
authorization to collect receive authorization to use
F. Consistent Understanding and Technical |+ Design, specify consistent technical ~ |* Continuously, Maintain/Ensure Consistent Technical Representation of S
>

Representation of Permission to Collect,
Share and Use Identifiable Electronic Health
Information

representation of permission to collect,

permission to collect, share and use identifiable electronic health information

share and use identifiable electronic
health information

« In real-time, Verify specific
permission to collect

« In real-time, Verify specific permission to share - send

and receive

|

« In real-time, Verify specific
permission to use

« Continuously, Maintain/Ensure industry-wide testing and certification infrastructure >
G. An Industry-wide Testing and Certification |+ Design, specify industry-wide testing *In _real-_tlme, Ver|fy « In real-time, Verify certification requirements regarding *In _r_eal-_tlme, Ve_nfy
Infrastructure and certification infrastructure certlﬁc'atlon requ!rements sharing of health data/record content - to send and Cemﬂc.a"on requirements

regarding collection of receive regarding use of health

health data/record content data/record content

+ Continuously, Maintain/Ensure consistent data semantics >

H. Consistent Data Semantics

« Design, specify consistent data
semantics

* In real-time, Capture/
Collect health data/records
w/consistent semantics

« In real-time, Share (send and receive) health
data/records w/consistent semantics

« In real-time, Access/Use
health data/records
w/consistent semantics

I. Consistent Data Formats

« Design, specify consistent data formats

« Continuously, Maintain/Ensure consistent data formats

\4

* In real-time, Capture/
Collect health data/records
w/consistent data formats

« In real-time, Share (send and receive) data/records

w/consistent data formats

* In real-time, Access/Use
health data/records
w/consistent data formats

« Design, specify secure standard

J. Secure, Standard Services services « Continuously, Maintain/Ensure secure, standard services >

K. Consistent, Secure Transport Techniques * Design, Spec'fy consistent, secure « Continuously, Maintain/Ensure secure transport =
transport techniques

« Continuously, Maintain/Ensure methods for accurate individual data/record matching >

L. Accurate Individual Data Matching

« Design, specify methods for accurate
individual data matching

* In real-time, Capture/
Collect health data/records
with verifiably accurate
individual data matching

« In real-time, Share (send and receive) health
data/records with verifiably accurate individual data

matching

« In real-time, Access/Use
health data/records with
verifiably accurate individual
data matching

M. Health Care Directories and Resource
Location

« Design, specify infrastructure for health
care directories and resource location

« Continuously, Maintain/Ensure access to health care directories and resources

S
rd

Outcomes

N. Individuals Have Access to Longitudinal Electronic Health Information, Can Contribute to that Information, and Can Direct It to Any Electronic Location

O. Provider Workflows and Practices Include Consistent Sharing and Use of Patient Information from All Available and Relevant Sources

P. Tracking Progress and Measuring Success

Exchange artifact, e.g.: HL7 v2 message, CDA/CCDA document or FHIR resource
Background: blue = ONC Interoperability Roadmap targets; green = affirmative trust decision;
light green = exchange unaltered content; yellow = exchange transformed content

ONC Interoperability Roadmap, Final Version 1.0

ISO/HL7 10781 Electronic Health Record System (EHR-S) Functional Model, Release 2

HL7 Fast Health Interoperable Resources (FHIR) EHR-S Record Lifecycle Event Implementation Guide (FHIR DSTU-2)
Validation Matrix developed by: Gary Dickinson, Director, Healthcare Standards, CentriHealth, DRAFT 13 November 2015

https://www.healthit.gov/policy pl
http://www.hlI7.org/implement/standards/product_brief.cfm?product_id=269
http://hi7.org/fhir/ehrsrle/ehrsrie.html

gary.dickinson@ehr-standards.com



In Light of

Recent Developments

* Proposal for Standards Reference Portfolios ("bundles") by ISO TC215 on
Health Informatics

— Work in progress, reaffirmed 2-6 November 2015 in Bern, Switzerland
* Proposal for Standards Sets by the Joint Initiative Council (JIC)
— JIC includes ISO TC215, CEN TC251, HL7, IHTSDO, DICOM, CDISC, GS1, IHE
— Work in progress, reaffirmed 5 November 2015 in Bern, Switzerland
« Revision of ISO 21089, Health Informatics - Trusted End-to-End Information
Flows
— As normative ISO Technical Specification
— Work in progress
» Publication of HL7 Fast Health Interoperable Resources (FHIR)
— 2nd Edition Draft Standard for Trial Use, 26 September 2015

« Publication of US Office of National Coordinator Interoperability Roadmap
— Final Version 1, 6 October 2015



In Light of

Recent Developments

* Publication of ISO/HL7 10781, Health Informatics - Electronic Health
Record System Functional Model Release 2

— As normative International Standard
— April 2014 (HL7), August 2015 (ISO TC215)
« Merger of the Clinical Information Modeling Initiative (CIMI) w/Health Level
Seven (HL7)
— Formally at HL7 WG meeting in Atlanta, October 2015
« Development of Event-based services (APIs) by the Health Services
Platform Consortia (HSPC) using FHIR resources
— Work in progress, reaffirmed 28-30 September 2015 in Scottsdale, Arizona
* Proposal for interoperability (achievement) measures by KLAS and vendor
organizations
— Announced in October 2015



Objectives

* Focus end-to-end interoperability
of health data/records resulting in

— Affirmative trust decision

— By each ultimate end user
 ldentify key end-to-end standard
« Show example using FHIR

« Show basic use case for data/
record flow: collect, share, use

 Incorporate targets from ONC
Interoperability Roadmap

« Show framework to assess
achievement of interoperability
— At each step in data/record flow

— As a pattern for development of
testable Assessment Criteria

%

[End-to-End Interoperability of Health Data/Records - Basic Flow - Pont each Utimate Poin of AccessiUse o
|Validation Framework to ensure Affirmative Trust Decision >
Initially... In Real-Time

JONC (Establish) Collect Share Use

+ Design, Specify, Agree by Cor isVypically, at source, e.g.,

- Certiy HIT System Funciio - Point of service Send Receive

- Deploy, Operationaiize, \adate |- Point of care.

1) Access source EHRUHIT 1) Access EHRIHIT

Koy Standards for Trusted lsystem/datasiore systemidatastore

- Deine Actons/Qufivations o " 2
[Health Data/Record Management | Deine Actonsl Qfvetions o W
|* 1SO 21089 - Health Informatics - |documentin lons/Observations '2) Transform/Translate
Tusted End-to-End Informaton Flows source
(2004, in revision 2015) (EHRe P ¥iRs are comprised of exchange artifact 13) Transform/Transiate into Cioonen)

RocaflEntros. 4 Record Entry instancel [Record Enty content

e s mocces Enty st 3) Transmit exchange  |Recelver Record Entry
- 1SOML7 10781 - Healih Informaics - arfact
iocrene Hoan o e Actors) to support indvidual heaith
(i) Fomatonal Model Roloase 2 (2ol " 0 rovide hoaincare,) 3) Retain Source Record 4) Retain Receiver Record _[4)IF TRUSTED Use content
Entry Entry for ntended purpose.

[(Where FHIR resources are.

rocoiver rocord entres.]

- Other examples migeinciude HL7 v2. FHIR Resource

- Define FHIR [owners i
[EXAMPLE: Based on HLT F: th including

(FUPJEHR-S Provenance [sourco rocord entrios.)
IRecord Lifecycle Event I ntation
[Guide (part of FHIR DSIES-2 2015)

[Action-related resource(s)

AuditEvent + AuditEvent |Action-related resource(s) |+ AudtEvent resource

[mossagos or COAMIEDA documents Typicalpattor >>3| Provenance rosource for [+ Provenance resaurca for [+ AudiEvent resource |+ Provenance resource for
Source Record Enty | Exchange Arfact Rocever Record Entry
[Drivers
[A-ASud urtv + Develop, o [
Envietumont onvronmant |
and Technical Components
). Shared Decision-Making, Rules of * Des l making,

sign, . ruies
lof engagement and accountabilty

rules of engagement and accountabilty

. Unutous, Secra Nework nfastuctr] D295, 995l U, securs

[~ALstartup, Identify/Authentcale networks, nodes and systems
_
. thenticated networks, nodes and systems

- Design, specy infrastructure to verfy
. Verifable Identty and Authentioaton of Al 07" Specly TEaRere |
[Partipants

[+ In real-time, Identity/
|Authenticate all partcipants.
in Action Taken and health

-+ In real-tme, Identify/Authenticate al participants in |+ In real-time, Identify/

[G. An Industry-wide Testing and Certification [+ Design, speciy industry-wide testing
Infrastructure land certification Infrastructure

paricipants o aker e noalh | sources and enquirers ‘\n healthdatalrecord use.
resenaion o
E. + Design, uthortzat nformati —_—
Ruhonzalon o Access Eecranic Heat oraton o access Auorzaton S M —
o [oprseriaton o auorate inedm, Vo i reti,Vary auharzaion o share~sand - rearie, Vrfy
[vonzaton o colet__ocave imorzaion'o 138
F Corwetat oo | Do o Voo N
Represontaton ofPamission o Colect : shareand
v and o . Fin e, Very Specic - oo, Ve spec pamisson o sharesond |- reatme, Vol spaic
{Information |health information |permission to collect and receive |permission to use
———————|

[ Continuously, Maintain/Ensure ind
*In real-time, Verify
ertifcation requirements
regarding colection of
Ineaith datairecord content

ustry-wide l6sting and cerlication infrastructure

[ In real-time, Verify
certification requirements
regarding use of heaith
|datairecord content

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and
receive

. Conssantata sannts Do, sposty consitnt sote

Jse

[ In real-ime, AccessiUse
Inealth datairecords
wiconsistent semantics

o n realtime, Caplurel 1,1 oql tme, Share (send and receive) health

(Collect health datairecords
[Gollect neaih sataliecords | qatairecords wiconsistent semantics

- Maintain/En:
* In real-time, Capture!
(Collect health datairecords
wiconsistent data formats

Gata formats.

[ In real-time, AccessiUse
Ineaith datalrecords
wiconsistent data formats

In real-time, Share (send and receive) datalrecords
Iwiconsistent data formats

I Consistent Data Formats + Design, speciy consistent data formats|
Design, speciy
. Secure, Standard Services o

standard services

K. Consistent, Secure Transport Technigues [; D291 $pecfy consistent, secure

L. Accurate Individual Data Matching | Design, specily melhods for accurate

Contnuously, MamtaiEnsure methods for accurate Indvidual datalrecord matehing  ———————————>1|
- In real-me, Capturel |\ o » - In real-time, AccessiUse
Collect health datairecords /" e2klime: Share (send and recaive) health Ineaith datairecords with

individual
i gse maing |20 ‘

[N Health Care Direclories and Resource.
lLocation

+Design, specy ifrastructure for health
lcare directories and resource location

tohealth

[Outcomes

[0. Provider Workfiows and Practices Include Consiste

IN- Individuals Have Access to Longitudinl Elecironic Health Information, Can Contribute 1o that Information., and Can Direct It to Any Electronic Location
Usé of Patient Information from All Avallable and Relevant Sources

[P-Tracking Progress and

Exchange artfact, e.g.: HL7 v2 message, CDAICCDA document or FHIR resource

Background: blue = ONC green=
light green ge yellow = content

ONC Interoperabilty Roadmap, Final Version 1.0
ISO/HL7 10781 Electronic Health Record System (EHR-S) Functional Model, Releas
HLT Fast Health Interoperable Resources (FHIR) EHR-S Record Lifecycle Event Imy

Validation Matrix developed by: Gary Dickinson, Director, Healthcare Standards, Centritealth, DRAFT 8 November 2015

decisior
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Interoperability is a function of:

Truth = factual, authentic
— The facts are evident
ust = assurance, reliance
— | am assured, | trust, thus | rely on

ust decision

— (green background)

— By each ultimate end user of
health data/records

— Regarding fitness for their use

End-to-End Interoperability of Health Data/Records -

Basic Flow - Point

each Uttimate Point of s

|Validation Framework to ensure Affirmative Trust Decision

ity
|ONC (Establish) Collect Share

+ Design, Specify, Agree by Consensus | Typically, at source, e.g.,

oy ISy Fonchoraty | ot o o sena Recoe

Doy Opmmanaton asime |- Pongorcare

e s ST
Koy Standards for Trusted [system/datastore . :
enin Detameeard Wanagement unatess
g |- Define Rem;d Enlryomnlanl [Entry. lof source record content |of source record content
1SO 21089 - Health Informatics - (documenting Actions/Observations 2) Transform/Translate
Tt Endo g lomaton Fs gy ang s ro comprsedof o oo cortntits |2 Rt Blac g copy ot ecever
¢ h In revision ) Record Entries. A Record Entry instance| e ) Tras! into. | Record Entry content
e erings o ey

|+ ISOHL7 10751 Health \nmrmams - documents an Action Taken (by one or artifact

o oy o o e conpoont

[Etectronic Heal

(FHIR) EHR-S

) ettt iodol alenso 2 (2014) | 0 rovide hesitcare) 3) Retain Source Record Retain Receiver Record  [4) IF TRUSTED Use conten
Entry Entry for ntended purpose.
Define FHIR [whers ero FHIR resourcos aro
[EXAMPLE: Based on HL7 Fast Health “ncluding iy

)

rocoiver rocord entres.]

[Record Lifecycle
(erte oo AR DT 20753

n-related resource(s)

| Other examples might inciude HL7 v2
Imessages or CDAICCDA documents

Typical pattern >>>!
o1

[Action-related resourcef Actonrelated resoure(s)
AuditEvent resou Ever

|Action-related resource(s) |+ Audi

for | resource for
iy |Exchange Afact |

oo R [Receiver Record Entry
[privers

- Develop, E "
[Environment environment
Po«lcy ‘and Technical Components.

. Rules of O fy decs; (g, ruies ‘making,
lof engagement an intabilty s of snpagermart and sooouna
+Design, spe alous, secure |- Al starup, dentyAuthenicate nulwovk: Todes and sysems
iquitous, _

[C. Ubiquitous, Secure Network Infrastructure) 0e*f2" A d systems

", specty nfasiruture o verly

0. Veritabla idanity and Auhentication of ALIRCE S0ecil Tieste

ime, Idently!
Au\mn\wa all partcipants
Acton Taken and health

-+ In real-tme, Identify/Authenticate al participants in |+ In real-time, Identify/

pricpans o eton ok an v |00 e [ e e
3 oo
L o|aihoaton normaton

lelectronic health information

. Veriy authorizalion (o share - send and |- In real-me, Verfly

Jauthorization to use

R

Design,

aintal Tochnical

|heaith information

[G. An Industry-wide Testing and Certification [+ Design, speciy industry-wide testing
Infrastructure land certification Infrastructure

in rear-tme, Verty
ertifcation requirements
regarding colection of

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and
receive

- Design, speciy consistent data
IH. Consistent Data Semantics semantcs

alth datairecord content
.

*In real-time, Capturel
(Collect health datarrecords |
|wiconsistent semalm

 In real-tme, Share (send and recsive) health

iatalrecords wiconsistent semantics [nealth datarecords.

‘- In real-time, Access/Use
wiconsistent semantics

" In real-time, cap
oo et doarocords
|wiconsistent data formats

* In real-time, Share (send and receive) datairecords

Iwiconsistent data formats alth datairecords

[ In real-time, AccessiUse
tent data formats

. Consistent Data Formats - Design,specy consistent data formats -
~Design, speciy
. Secure, Standard Services ervese

standard services

+ Design, speciy consistent, secure

K. Consistent, Secure Transport Techniques

 Design, speciy methods for accurate

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
+In real-ime, Capturel [\ oy une Sy cond and rocoive) health [ In real-time, AccessiUse

IN- Individuals Have Access to Longitudinal Elecironic Health Informatior
[0. Provider Workfiows and Practices Include Consiste

L. Accurate Individual Data Matching (Collect health datalrecords Inealth datairecords with
> y individual
lindividual data matching matching !
M. Health Care Directories and Resource |+ Design, specify infrastructure for health 1ohealth
Location Jcare directories and resource location
[outcomes

bute to that Information, a
Usé of Patient Information from All Avallable and Relevant Sources

Electronic Location

[P-Tracking Progress and

N e
Background: biu green
light green yellow = content

ONC Interoperabilty Roadmap, Final Version 1.0

ISO/HLT 10781 Electronic Health Record System (EHR-S) Functional Model, Release 2.
(" Lifecycle

HL7 Fast Health Interop

decisior

[ P e ——
Dt 7 il standarcs ottt oot G280

Validation Matrix developed by: Gary Dickinson, Director, Healthcare Standards, Centritealth, DRAFT 8 November 2015

(FHIR DSTU-2) ¥
[P S——



Interoperability is a function of:

« Source of truth, anchor point:
— Point of data collection
— Point of origination/retention of
Record Entry in source system
e.g., EHR, PHR or other)
« Trusted management of hea
data/record content:

— From point of collection/
origination/retention

— To each ultimate point of access/
use

End-to-End Interoperability of Health Data/Records -

Basic Flow - Point

each Uttimate P

|Validation Framework to ensure Affirmative Trust Decision

\4

Initially...

|one (Establish)

- Design, Specify, Agree by Consensus
| Certity HIT System Functionalty
- Deploy, Operationalize, Validate

[Key Standards for Trusted

Send Receive

[Health Data/Record Management

| Define Record Enta
|documentin

150 21069 - Healn normatics -
Truston End-o-End Inormation Flows
2004, in revision 2015) [

| ISO/HL7 10781 - Health Informatics -
[Etectronic Healt System
[(EHR-S) Functional Model Rek

W unaltered
lof source record content
2) Transform/Translate:

lsource record content

e s
hange aia Ruced iy e
3) Transmit exchange i

o

4)IF TRUSTED Use content|

3) Retain Source Record
Entry for intended purpose

[iwnere FriR resources aro [(Where FHIR resources are.

)

rocoiver rocord entres.]

[Action-related resource(s)

Typical pattern >>>!

[messages or CAICCDA documents

AuditEvent |+ AuditEvent resource

jSource Record Entry Exchange At [Recever Record Entry
[orivers
[A-A Supparive Payment and Regulatory | Deveop. 4 supportve paymort | et
[Environment Jand roguiaft 'y environment |
[Policy and Technical Components
B~ Shared Decision-Making, Rules of ~Dos) s |- /e ion maKng,
lof onf gemont ruos of engagement and ad Suntabil
p D7 in, specily ubiquitous, secura | ALStartup, IGentfy AUt icate networks, niodes and systems

i —|

0. Ubiquitous, Secure Network Inrastructure|- O K0 specty ul R f eoree and syaioms

ID. Verifable Identty and Authentication of At Desia". specty infastructute o verify

o
fentty and authentication of a

-+ In real-tme, Identify/Authenticate al participants in |+ In real-time, Identify/

+ In real-time,
|Authenticate all g Gcipants

6. An Industry-wide Tefling and Certiication |+ Design, specy industry-yffs testing
Infrastructure land certification inrast

Bonopans nActon T hain (1030, e < anarecors o
€. .+ De o Cl:rllm ly, . 201 5 sentation of
e e T I T
SR T s s
F Coraat o oo oy rana o
IRepresentation of Permissic ollect, t, share and
Srre s o it e st s o i aocrongl - oo vaey et -1 o o oo eicion o s a7 e Vory oo
[Information |health information |permission to collect and receive |permission to use
-wide testing and T —————————

[ Continuously, Maintain/Ensure indust
*In real-time, Verify
ertifcation requirements
regarding colection of
|heath datairecord content

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and
receive

- Design, spe sistent data

IH. Consister Semantics semantcs

T
*In real-time, Capturel
(Collect health datairecords
[wiconsistent semantics

 In real-tme, Share (send and recsive) health

datalrecords wiconsistent semanics. [nealth datarecords.

‘- In real-time, Access/Use
wiconsistent semantics

1. Congi ant Data Formats

ntai
* In real-time, Capture!
(Collect health datairecords
|wiconsistent data formats

* In real-time, Share (send and receive) datairecords

Iwiconsistent data formats lneaith datalrecords

Jconsistent data formats

‘- In real-time, Access/Use

s, £ %cure, Standard Services

standard services

rvices
Consistent, Secure Transport Techy : Desin, specily consistent, secure

L. Acourate Individual Data  Design, speciy methods for accurate

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
* In real-time, Capturel
(Collect health datairecords

[ In real-time, AccessiUse

 In real-tme, Share (send and receive) health

Inealth datairecords with
> y individual
lindividual data matching matching !

[V Health Care D ‘and Resource |- Design, speciy inrastruciure for health
lLocation lcare directories and resource location

2 toheatn

W and Pracices Include Consister

Use of Patient Information from All Available and Relevant Sources

Excha @ artfact, e.g: HL7 v2 message, CDAICCDA document or FHIR resource
und: blue = ONC green=

reen yellow = content
INC Interoperability Roadmap, Final Version 1.0

ISO/HLT 10781 Electronic Health Record System (EHR-S) Functional Model, Release 2.
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HL7 Fast Health Interop (F Lifecycle

Validation Matrix developed by: Gary Dickinson, Director, Healthcare Standards, Centritealth, DRAFT 8 November 2015
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[P S——



Interoperability is a function of:

« Traceability from
— Source to use (forward)
— Use to source (backward

* Fitness for purpose of use
— (green background)

— Primary use: clinical care,
interventions and decision makin

— Secondary (most everything else

End-to-End Interoperability of Health Data/Records - Basic Flow - each Uttimate P¢ -~

|Validation Framework to ensure Affirmative Trust Decision .
initally..

|one (Establish) Collect Share

| Certity HIT System Functionalty
- Deploy, Operationalize, Validate

- Design, Specify, Agree by Consensus | Tpically, at source, 6.g.,
- Point of service Send Receive
- Point of care

[Key Standards for Trusted . Define Acti i
[Health Data/Record Management Define Actions/Observations
|+ 150 21089 - Health Informatics -
[Trusted End-to-End Information Flows
(2004, in revision 2015)

IS are comprised of
s, ARocord ntry nstancg
(SO 10781 - Heatn niogg
[Electronic
(EHR-S) Funct

3) Retai
Entry

©l13) Access copy of Receiver
3) Transmit exchange B
artfact

in Source Record 4)IF TRUSTED Use content|

for intended purpose

| Define [ownere

[(Where FHIR resources are.

E: Based on HLT Fast Health including
(FHIR) EHR-S

)

rocoiver rocord entres.]

[Record Lifecycle
(Guide (part of TR bSTU 2201e)

[Action-related resourcef
AuditEvent

ton-related resource(s) cton-rolted resoure(s

Imessages or CDAICCDA. preplieih Tyl patm >>>{4
o

|Action-related resource(s) |+ Audi

| resource for
Exchange Arfact |

[Receiver Record Entry
[privers
Develop,
[Environment environment
[Policy and Technical Components
B. . Rules of D s ‘making,
[ios of angogement and sccouniabity
T ——— A" artup, dently Auhontcal natwors, nodes and systems

d systems

frastructure to verify
Y and auhonicaton of a
lparticipants.

. Verifiable Identty and Authentication of A Au\htn\

Acton Taken and health
| Gotarocord oo

oty
o o partcipants.

-+ In real-tme, Identify/Authenticate al participants in |+ In real-time, Identify/

|sources and enquirers

| helin datarecord uso

-0 consistent 2 enatonof ]
T e lauthorization nomaton
b el +In rea-tme, Veri +1n real-ime, Verfy auhorzation (o share - send and |+ In real-ime, Verify
oorrchasinomsion (SRR o o s
chical |- Design, Mantai Tochnical
. share and

|heaith information

6. An Industry-wide Testing and Certifcaton |- Design, specily ndustry-wide testing  |* I 1°2I
e land crticaion nfrastrucure

- Design, specity consistent data In real-
lsemantics.

[ In real-

1. Consistent Data Formats + Design, speciy consistent data formats|

In rear-me, Very speciic i fatime, Vertyspecfc penision o shar -send - 1 reaime Vertyspecic
[permission 1o collect [permission to use
iy, e T oy T oo R ——

ertifcation requirements
rogaring olecton of
ith datafrecord content

[Colect heath datairecords |
[wiconsistent semantics

oo et doarocords
|wiconsistent data formats.

time, Verfy [ In real-time, Verify

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and
receive

T
ime, Capture/ - In reak-time, AccessiUse
Inealth datairecords

wiconsistent semantics

 In real-tme, Share (send and recsive) health
satalrecords wiconsistent semantics

Ml
time, Capturel [ In real-time, AccessiUse
Ineaith datalrecords

tent data formats

* In real-time, Share (send and receive) datairecords
Iwiconsistent data formats

. Secure, Standard Services

standard services

Consisten, secure.

K. Consistent, Secure Transport Techniques |, 0%

~Contin

L. Accurate Individual Data Matching

[ In real-
[Collect health datairecords

ously, Malntain/Ensure mefhods for acourate Indvidual datalrecord match
me, Capturel [ In real-time, AccessiUse

 n real-me, Share (send and receive) health on oah lime, Access/us

matching | individual

[M-Heallh Care Direclories and Resource |- Design, specy inrastruciure for health
lLocation d resource location

[Outcomes
IN- Individuals Have Access o Lony

[P-Tracking Progress and

fudinal Electronic Health Information, Can Contribute to that Infor
[0. Provider Workfiows and Praciices Include Consistent Sharing and Use of Patient Information from Al

N e
Background: biu green
light green yellow = content
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ONC Interoperability Roadmap
(blue background)

 Collect, Share, Use

* Drivers, Policy and Technical
Components, Outcomes
(ltems A-P in first column)

End-to-End Interoperability of Health Data/Records -
|Validation Framework to ensure Affirmative Trust Decision

Basic

Flow - each Uttimate P

\4

[ nitialy..
lone (Establish) Collect Share Use
- Design, Speciy, Agree by Consensus Source, e.9.
- Ceriy HIT System Functonaity Send Receive
- Deploy, Operationalize, Val f caro
1) Access source EHRUHIT T) Access ERRIHIT
Koy Standards for Trusted / lsystemiaatastore systemidatastore
ations. 4 2
[Health Data/Record Management _corfiampburin o )
150 21085 Hean o locumenting Actions/Observations 2) Transtom/Transiate.
Trusted End-to-End I source
(EHRs and PHRs are comprised of Access
004, In il [Rocors Entes. A Record Enty nstance porangoatiect ) Tanslrn/Tanste o | Enryconten
e ‘ m " | documents an Action Taken (by one o DL 9
T soalth omalics | moro Actors)to support indvidual hath oo
R ) Foratonml videl malenso 2 (2014) o0 rovide hesitcare,) 9 Retain Source Record 4) Retain Receiver Record _[4)IF TRUSTED Use conten
Entry Entry for ntended purpose.
Define [whers [(#hero FHIR resources are
[EXAMPLE: Based on HLT Fast Healtn oclugng
(FHIR) EHRS ] ) |rocaivor rocord entes,)
[Record Liecycle
Guide (et of TR ST 2078 el escurce)
ude HLT v2 AuditEvent |Action-related resource(s) [+ Aud
Imessages or CDAICCDA documents Typial pattorn >>>|+ resource for
Source Record Enry | xchango Arfact | Reconver Rocord Entry
[brivers
- Develop, P [
Environment environment |
[Policy and Technical Components
B . Rules of o . uies making,
of engagement and accountabily rues of engagement and accountabilty
. Uniqutous, Securs Networ nfrasrctr, OS5, speiy ubuious,securs :A\ lrup, 6oy Auhaicato noworks. ades an sysoms

d systems

ID. Verifiable Identty and Authentication of Al

Desi iasiruture o very
[donity and authentcaton

ety

Au\mn\wa . partcipants.
Acton Taken and health

+ In real-tme, Identity/Authenticate al participants in

* In real-time, dentity/

E.
[Authorization to Access Electronic Health
information

lparicipants o e o lsources and enduirers ‘\n health datalrecord use
3 aation of
—————
lauthorization nomaton
authorization
+in real-tim

lelectronic health information

Jauthorizatin o cotect

[

. Veriy authorization (o share - send and in real-time, Very
Jauthorization to use

IF- Consistent Technical

Tochnical

prosteon i o e

Design,

[omten

|heaith information

[G. An Industry-wide Testing and Certification
Infrastructure

- Design, specy industry-wide testing
land certification Infrastructure

IH. Consistent Data Semantics

[ Design, speciy consistent data
lsemantics.

1. Consistent Data Formats

+ Design, speciy consistent data formats|

in rear-tme, Verty
ertifcation requirements
regraing cllecton of

ith datafrecord content

T
*In real-time, Capturel
[Colect heath datairecords |
[wiconsistent semantics

Ml
- In real-time, Capturel
oo et doarocords
|wiconsistent data formats.

receive

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and

 In real-tme, Share (send and recsive) health
satalrecords wiconsistent semantics

* In real-time, Share (send and receive) datairecords
Iwiconsistent data formats

[ In real-time, Verify
certification requirements
regarding use of heaith

- In reak-time, AccessiUse
Inealth datairecords
wiconsistent semantics

[ In real-time, AccessiUse
Ineaith datalrecords
tent data formats

. Secure, Standard Services

[~Design,

lservices

standard services

K. Consistent, Secure Transport Techniques

+ Design, speciy consistent, secure

L. Accurate Individual Data Matching

 Design, speciy methods for accurate

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
* In real-time, Capturel
(Collect health datairecords

 n real-me, Share (send and receive) health

[ In real-time, AccessiUse
Ineaith datalrecords with

[P-Tracking Progress and

[0. Provider Workfiows and Praciices Include Consiste

st | individual
[M-Heallh Care Direclories and Resource |- Design, specy infrastruciure for health
tohealth
lLocation d resource I
[Outcomes
IN- Individuals Have Access to Longitudinal Elecironic Health Informatior bute to that Information, and Can Direct Electronic Location

d Use of Paient Information from All Available and Relevant Sources

N e
green

Background: blu

light green yellow = content
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Basic Use Case

Collect — at source
rd column)

Share — send/receive
and &th columns)

Use — IF TRUSTED -
for purpose intended
column)

End-to-End Interoperability of Health Data/Records - Basic Flow - each Uttimate P¢ -~
|Validation Framework to ensure Affirmative Trust Decision >
initally.. in Re

|one (Establish) Collect Use
- Design, Speciy, Agree by Consensus Source, 6.9,
- Corty HIT System Funciionai Receive
| Deploy, Operationaize, f care
) Acoass source EFRIFIT ) Access EFRIIT
oy Standards for Trusted lsystemvdatastore systemidatastore
[Health DataiRecord Management unalered 2
=" o o Enky corlnd Enty lof source record content [of source ot [source record content
- 150 21089 - Heath nfor oomening eiorsoseators 2) TransfomTranslate
Trusted End-to-En nFlows )
(E#Rs and PHRs aro comprised of Access
@ tcord Entrios. 4 Record Entry instancel eehege s formTransiate 0. | ecord Entry content
documents an Action Taken (by one or Dl eaRetsgd L ITEEE
710701 s wormatcs - arfact
O o7t - Heall i moro Actors) to support indvidual
rin ) Eoretonal iodol lenso 2 (2014) | 0 rovide hesithcare) 3) Retain Source Record 4) Retan Receiver Record [4)IF TRUSTED Usa contn|
Enty Eny for intended purposs
[Defne FHIR Rasii ro FHIR rosourcos aro
st [ [ o
interopersble RSSW'““ (FHIR) EHR-S i d Provenan |source record entries.] 1 |rocoiver rocord entrios.)
[Record Lifecydie
uide parof TR ST 2015 Acionratad roscurot)
de HLTv2 ‘AudiEvent resol |Acton-elated resourcs(s) |+ Audt
Weidboplicoyic Spndin Typicalpattsr >>3|+ Provenance 2 e for resource for
Source Reg@ b Enty | Exchange Artfact | Rocever Record Entry
~Develop, design supporive payment -
onvronmant
~Design. . ies kg,
of angagement and i Irues of engagement and accountab
- Design.specil uoaluls, secure Al Sarup, dentiy/Authenticae networks, nodes and systems
i [
. Uniquitous, Securo Network nfastructuo * OS54 $92c! R e and oyotoms
orty! y i |inceattim
o, M ) <0y ntasucurs o vty e e i |- 084mo, ety Autnantcat o paricipants i e mo, sy
Partcipanis e In Acton Taken and health record [authentcale i parcpar
s ohcon Toan an i (1957 24705 2 o
s o " Seation of
- 7
Jauthoiza nomaton
|Autnorizaion to Access Eiectonic authorization
2 niation of auhorz +In eal-ime, Vri +In oak-tme, Varfy auhorzalion o share -send and |- i rearme, Verfy
¥~ Consistent Understandiaglind Technical |- Design, Manta Tochnical
[Representation of Pe loct, . share a
Share and Use | o ElctonicHoahsare ndus el sectonic 1 eLime Vet pes 1 eaime Very spatc pamisson o shreand | 1 e Varyspeatc
nformation Iealth information ormission to colloct jormission o uso
-Continuously Ma T oy 38 g a7 Ao FASHocrS

stry-wide Testing and Cerification |+ Design, speciy industry-wide testing
cture land certification Infrastructure

*In real-time, Verify

ertifcation requirements

regarding colection of
alth datairecord content

[ In real-time, Verify

* In real-time, Veriy certification requiremens regarding
sharing of health datalrecord content - o send and
receive

[ Design, speciy consistent data
IH. Consistent Data Semantics semantcs

T
*In real-time, Capturel
[Colect heath datairecords |
[wiconsistent semantics

- In reak-time, AccessiUse
Inealth datairecords
wiconsistent semantics

 In real-tme, Share (send and recsive) health
satalrecords wiconsistent semantics

 Maintal
* In real-time, Capture!
[Collect health datairecords
|wiconsistent data formats.

[ In real-time, AccessiUse
Ineaith datalrecords
wiconsistent data formats

* In real-time, Share (send and receive) datairecords
Iwiconsistent data formats

1 Consistent Data Formats - Design, spectty consistent data formats|
~Design,
. Secure, Standard Services corvone

K. Consistent, Secure Transport Technigues [; D291 $pecfy consistent, secure

L. Accurate Individual Data Matching | Deslan, specty methods for accurate

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
* In real-time, Capturel
[Collect health datairecords

[ In real-time, AccessiUse

 n real-me, Share (send and receive) health on oah lime, Access/us

[P-Tracking Progress and

st | individual
[M-Heallh Care Direclories and Resource |- Design, specy infrastruciure for health
tohealth
lLocation d resou
[Outcomes
IN- Individuals Have Access to Longitudinal Elecironic Health Informatior Toute [0 that Information, and Can Direct Electronic Location

[0. Provider Workfiows and Praciices Include Consistent Sharing and Use of Patient Information from All Available and Relevant Sources

Exchange arfact, e.9: HL7 v2 message, CDAICCDA document or FHIR resource
Background: biue = ONC green
light green yellow = content
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Interoperability Pathways
(collect, share, use):

Unaltered source content

(light green background)
— PRIMARY USE - WITH
ASSURANCE

Derivative content —
transformed/translated
yellow background)
— From source data/record
— To exchange artifacts

— To receiver internal representation
— PRIMARY USE — ONLY WITH

AWARENESS/CAUTION

End-to-End Interoperability of Health Data/Records -

Basic Flow - Point

each Utimate Point of AccessiUse o

Validation Framework to ensure Affirmative Trust Decision >
nitaly...
JONC (Establish) Collect Share Use
- Design, Specify, Agree by Consensus (Typically, at source, e.g.,
- Cortty HIT System Funclonalty Send Receve
 Deploy, Operationalize, Valdate __ |- Point of aro
) Accass source ERRIHIT 1) Access ERRIHIT
ey Standards for Trusted lsystercatastore systemisatastore
X gl 0 i 2
Health Data/Record Management || DeTne Actons/obsenvat e M
|* 1SO 21089 - Health Informatics - (documenting Actions/Obser '2) Transform/Translate
Trusted End-o-End Informaton Flows source
(200 i rovon 216) [Sdraties” i MO g arfact 5 TansornyTransate . |22 20y of Re
) Transmit exchange [Receiver Record Entry by,
\ction Taken (by one or
- ISOMLT 10781 - Healih Informatics - arfact
[Electronic Health System ¥ 1o support indvidual health
|(EHR-S) Functional Model Release 2 rovide healthcare. 13) Retain Sour or 14) Retain Receiver Record |4) IF TRUSTED Use content|
Entry Entry for intended purpose
- Dofine FHIR Resources documenting [14hend iR esources oo [Whers FHR rosourcos aro
|Actions/Observations, including ted natively in hore FHIR resourose am )
[AudiEvent and Provenance o rocod oniios) roconer ocord enties)
Acton-reated resource(s)
FHIR Resource Implom@fBon| AudiEveni resoutce |+ AudiEveni resoutce . |Acton-elated resource(s) |+ AudiEveni resource
905 or COAICCDA documents Typicalgfubr >>>(+ Provenance rosource or |+ Provenance resource or |+ AudiEvent rsource |+ Provenance resource for
Source Record Entry __|Exchange Arifact Receiver Record Eniry
[Drivers
[A-A Supporive Payment and Reguiatory |- Develop, desia@upporive payment |
Envionment Jnd reguiataunvironment [
[Policy and Technical Components
[B. Shared Decision-Making, Rules of ), Spe ) rules ‘making,
agement and accountabilty ___lulos of ongagomont and accountabi
Design, speciy ubiquious, securs AL sartup,Idntly/Authantcals networks, 10365 and systoms
. Ubiautous, Secure Network Infastr Desin. speciy u R T —
-in roat-imo, dentty/
- Design, specty Infrastructur - nroaltme, Ident i paricpants in |+ nreal-tme, dent
. vertiabe tdenity and Auty «Design spociy infasiructure 1 verly [, nicato all partipans [»o0-Ume: denty/Autentcato o paricipants i In eakime, identy!
|Participants " i o " wihenti [in Action Taken and health d - health datairecord
paricpants | cton Taken and heall|sources and engurers | sl detaecors use
o o 2 preseriaton of
- Design, nsistet — )]
esion, specty consistent Jauinorizaton information
o hos o +in real-ime, Veri +In roal-ime, Vorfy authorzation o share~send and |- n reartme, Very
Jauhorizetion'to colect__|recoive authorizaton o use
Vit Tochrial

nical |- Design,

|heaith information

[G. An Industry-wide Testing and Certification [+ Design, speciy industry-wide testing
Infrastructure land certification Infrastructure

- In real-time, Verify
ertifcation requirements
regarding colection of

- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and
receive

and
- In real-time, Verify specific |+ In real-tme, Verfy specific permission to share - send |+ In real-time, Verify specific
[permission 1o collect land receive [permission to use

Ty, M indusiry-wide testing and T ——
[ In real-time, Verify
certification requirements

regarding use of health
|datairecord content

Ineaith datairecord content
)

- Design, speciy consistent data
IH. Consistent Data Semantics semantcs

[ real-time, Acce:
 In real-tme, Share (send and recsive) health g
(Collect health datalfecords | datalrecords wiconsistent semantics

Inealth datairecords
[wiconsistent semantics wiconsistent semantics

ssiUse

Maintain/En: data formats.

* In real-time, Capture!
(Collect health datairecords
wiconsistent data formats

In real-time, Share (send and receive) datalrecords

[ In real-time, Acces
Iwiconsistent data formats

Ineaith datalrecords

ssiUse

wiconsistent data formats

. Consistent Data Formats - Design,specy consistent data formats
~Design, speciy
. Secure, Standard Services ervese

standard services

K. Consistent, Secure Transport Technigues [; D291 $pecfy consistent, secure

L. Accurate Individual Data Matching | Design, specily melhods for accurate

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
* In real-time, Capturel
(Collect health datairecords

 In real-tme, Share (send and receive) health |- In reak-ime, Acce:

lindividual data matching matching !

ssiUse

[M-Heallh Care Direclories and Resource |- Design, specy infrastruciure for health
lLocation lcare directories and resource location

tohealth

[Outcomes
IN- Individuals Have Access o Longitudinal
[0. Provider Workfiows and Practices Include Consiste

ectronic Health Informator

bute to that Information, a
Usé of Patient Information from All Avallable and Relevant Sources

o Any Electronic Location

[P-Tracking Progress and

Exchange artfact, e.g.: HL7 v2 message, CDAICCDA document or FHIR resource
Background: biue = ONC green=

decisior

light green yellow = content
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Example: Using FHIR Resources for
Implementation

 Based on FHIR DSTU-2 Record
Lifecycle Event Implementation Guide

 Collect — Show FHIR resources as
native to source system

 Share — Show FHIR resources as
exchange artifacts

e Use — Show FHIR resources as native
to receiving system

Other examples might include: HL7 v2
messages or CDA/CCDA documents

[End-to-End Interoperability of Health Data/Records - Basic Flow - Pont each Utimate Poin of AccessiUse o
|Validation Framework to ensure Affirmative Trust Decision >
[ nitialy..
JONC (Establish) Collect Share Use
- Design, Specify, Agree by Consensus | Typically, at source, e.g.,
- Certiy HIT System Funcionalty |+ Point o service Send Receive
- Deploy, Operationaiize, Validate |- Point of care.
1) Access source EHRUHIT T) Access ERRIHIT
Koy Standards for Trusted lsystem/datasiore systemidatastore
4 2
[Health Data/Record Management RSt opori o W
|* 1SO 21089 - Health Informatics - (documenting Actions/Observations '2) Transform/Translate
Tusted End-to-End Informaton Flows ree
(2004, in revision 2015) gENR‘ and PHRs ars comprised of ‘exchange artifact 13) Transform/Translate into. Gooses;
tocord Entres. A Rocord Entry insiancel [Record Enty content
e Bt e et 3) Transmit exchange  |Receiver Record Entry
|* ISOMLT mm Health \nmrmaﬂm . y artifact
lElectronic Heal | more Actors) to support individual health
) ettt iodol alenso 2 (2014) | 0 rovide hesitcare) 3) Retain Source Record 4) Retain Receiver Record _[4)IF TRUSTED Use content
Entry Entry for ntended purpose.
Define FHIR [whers ero FHIR resourcos aro
[EXAMPLE: Based on HL7 Fast Health “ncluding iy
(FHIR) EHR-S ] receiver rocord entries.]
[Record Liecycle Event
(eice ot o IR DT 2018) [Acton-reated resourcel(s)
AIE, |Action-elated resource(s) |+ AudiEvent resource

| Other examples might inciude HL7 v2
Imessages or CDAICCDA documents

Typical pattern >>>!

+ Provenance resource for
|Sogea Record Entry

+ Provenance resource for |+ AuditEvent resource
Exchange Arifact

+ Provenance resource for
[Receiver Record Entry

[privers

[A-A Supportive Payment and Regulatory
[Environment

[Policy and Technical Components

- Develop, design sui
Jand rogui

- ce

Uously, Maintain/Ensure envir

[*Design, specity decision-making,
lof engagement and accountabilty

Tules

[~ Continuously, M
ules of on;

‘and accountabil

e decision making,

‘Secure Network Inrastructure

+Design, specfy ubiquitous, secure
twork infrastruct

niiy/Authenticals networks, nodes and s
i

and systems

— )

. Verifiable Identty and Authentcation of Al

+ Design, specily infrastruct
danty and authenti
lparticipants.

[+ In real-tme, Identity/

in Action Taken and health
|datarrecord collcti

|Authenticate al partcipants |\

IAuthenticate al participants in
ing - senders and

* In real-time, dentity/

enquiers

| sl detaecors use

E. Consistent Representation of
[Authorization to Access Electronic Healt
Information

lelectronic health information

‘Consistent representation of
ronic health information

— ]

. Veriy authorization (o share - send and

[ In real-time, Verify
Jauthorization to use

[F- Consistent Understar chnical
[Representation to Collect,
hare ant lable Electronic Health

info

- Design, specy consistent technical

Tochnical

lshare and use dentifiable el
|heaith information

[G. An Industry-wide Testing and Certifcation
Infrastructure

iy-ido tsting

- Design, spe
land certi infrastu

in rear-tme, Verty
ertifcation requirements
regarding colection of

IH. Consistent Data Semantics

[ Design, speciy consistent data
lsemantics.

|heath datairecord content
)

*In real-time, Capturel
(Collect health datairecords
|wiconsistent semamms

+ Design, specy consistent data formats|

" In real-time, cap
oo et doarocords
wiconsistent data formats

sharing of health datalrecord content - o send and
receive

- In real-time, Verify certification requirements regarding

 In real-tme, Share (send and recsive) health
datalrecords wiconsistent semantics.

- In reak-time, AccessiUse
Inealth datairecords
wiconsistent semantics

* In real-time, Share (send and receive) datairecords
Iwiconsistent data formats

[ In real-time, AccessiUse
Ineaith datalrecords
wiconsistent data formats

ure, Standard Services

Design, speciy
lservices

standard services

K. Consistent, Secure Transport Techniques

+ Design, speciy consistent, secure

L. Accurate Individual Data Matching

 Design, speciy methods for accurate

* In real-time, Capturel
(Collect health datairecords

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match

 In real-tme, Share (send and receive) health

[ In real-time, AccessiUse

individual data matching

matching

[N Health Care Direclories and Resource.
lLocation

[~Design, speciy infrastructure for health
re directories and resource locatio

tohealth

[Outcomes
IN- Individuals Have Access 1o Lony

ftudinal

[P-Tracking Progress and

[0. Provider Workfiows and Practices Include Consiste

ectronic Health Informator

bute to that Information, a
Usé of Patient Information from All Avallable and Relevant Sources

Electronic Location

e

CDAICCDA document or FHIR resource
green

decisior

Background: blu
light green yellow = content
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For each ONC Diriver, Policy and
Technical Component, Outcome

* Initially Establish
(2nd column)
— At time of deployment/
implementation
« Collect, share, use
(3rd through 6th columns)

— Continuously from system(s)
startup (uninterrupted

— Then in Real-Time to support
health/healthcare services

End-to-End Interoperability of Health Data/Records -

Basic Flow - Point

each Uttimate P

) S
|Validation Framework to ensure Affirmative Trust Decision >
Tty e

JONC (Establish) Collect Use
\gree by Consensus | Typically, ), 8.9,
clonalty i Son Recave
oz, Vaidata
) Access EHRHIT
Koy Standards for Trusted " : system/datastore
|Health Data/Record Management Aunaltered al 2) unaltered
s e Rocor iy contd ot ourcerecord coment (o s " (st recorsconont
|* 1SO 21089 - Health Informatics - focumenting Actions/Observations '2) Transform/Translate
[ Trusted End-to-End Information Flows source 12) Re ©
(o rorson s (s s oo comprsss o el gy oo [ Acssscopy oo
o 3) Transmit exchange iver Record Entry Y
. 1507 10781 - ot o counerts iact
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Next Step: for each ONC Diriver,
Policy/ Technical Component and
Outcome

* Define Assessment Criteria to
measure achievement of
iInteroperability

(ltems A-P., blue background)

(Then left to right cell by cell in
2nd through 6th columns)

End-to-End Interoperability of Health Data/Records -

Basic

Flow - Point

each Uttimate Point of s

d ) S
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T Access source EVFUNIT ) Access EFRHIT
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" 5
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—————
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E.
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authorization

lelectronic health information - In e
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[

. Veriy authorization (o share - send and

[ In real-time, Verify
Jauthorization to use

IF-Con nical

Tochnical

Rewesnnlahm o Pamaae o Gotos

Design,

[omten

|heaith information

[G. An Industry-wide Testing and Certification
infrastructure

- Desin,specty indusinido testing g

nd certification Infrastructure.

IH. Consistent Data Semantics

- Design, speciy consistent data
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1. Consistent Data Formats

+ Design, specy consistent data formats|
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*In real-time, Capturel
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ation requirements

regarding colection of
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.
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- In real-time, Verify certification requirements regarding
sharing of health datalrecord content - o send and

 In real-tme, Share (send and recsive) health
satalrecords wiconsistent semantics

Inealth datairecords

‘- In real-time, Access/Use
wiconsistent semantics

Iwiconsistent data formats

* In real-time, Share (send and receive) datairecords

alth datairecords

[ In real-time, AccessiUse
tent data formats

. Secure, Standard Services

Design, speciy

lservices

standard services

K. Consistent, Secure Transport Techniques

+ Design, speciy consistent, secure

L. Accurate Individual Data Matching

 Design, speciy methods for accurate

individual data matching

[~ Conlinuously, Maintain/Ensure mefhods for acourate Indvidual datairecord match
* In real-time, Capturel
(Collect health datairecords

 In real-tme, Share (send and receive) health

[ In real-time, AccessiUse

matching

[N Health Care Direclories and Resource.
lLocation

[~Design, speciy infrastructure for health

tohealth

re directories and resource location

[outcomes
IN- Individuals Have Access o Longitudinal
[0. Provider Workfiows and Praciices Include
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Assessment Criteria to be based
on Standards for

T

Network Infrastructure
Entity Identity, Authentication |
Entity Authorization
Permissions, Consents
Testing and Certification

Information Models,
Vocabularies, Data Types,
Syntax, Formats, Exchange
Artifacts

Security

Transport

Individual Matching
Directories, Resources

[JI] A /T

iDrlvors

A. A Supportive Payment and Regulatory
Environment

|Pollcy and Technical Components

B. Shared Decision-Making, Rules of
Engagement and Accountability

C. Ubiquitous, Secure Network Infrastructure

D. Verifiable Identity and Authentication of All
Participants

|E. Consistent Representation of
Authorization to Access Electronic Health
Information

F. Consistent Understanding and Technical
Representation of Permission to Collect,

Information

Share and Use Identifiable Electronic Health |:

G. An Industry-wide Testing and Certification
Infrastructure

|H. Consistent Data Semantics

I. Consistent Data Formats

J. Secure, Standard Services

|K. Consistent, Secure Transport Techniques |,

|L. Accurate Individual Data Matching

M. Health Care Directories and Resource
Location
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