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Preface

i. Notes to Readers

This work-in-process draft of the Payer-linked Functional Profile is based on the HL7 PHR-S Functional
Model DSTU. The profile in this release is a profile in progress. The purpose of providing the profile in
this stage is to provide the reader with an example of taking a Functional Model and transforming the
applicable function and criteria into a model that meets the needs of a specific industry segment. Further
work will be done on the model over the course of the next few months as the payer community reviews
and provides input into refining and strengthening the model. The model may be balloted at the
Informative level in 2009.
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PRELIMINARY DRAFT

Payer-linked Profile: Introduction

The Payer-Linked Profile is a new project of the HL7 Electronic Health Records Work Group. It
conforms to the HL7 Personal Health Record-Systems Functional Model (PHR-S FM), and it is
aimed at developing an HL7 Informational Functional Profile for personal health record (PHR)
systems that are used between payers and their members.

This first iteration provides the essential general functions and specific conformance criteria that
are important to include in any Payer-Linked system through which a member might access, store
and communicate their health care information. This profile is directed at and specific to the
United States realm---it is not intended as an international profile as the healthcare delivery
systems. The intent is to assist all members in having access to their own health information
enabling better personal awareness and management of care. It is also.a model for
vendors/developers to have guidance to provide a record that supports thesafe and effective use
of information technology. Specifically, the Payer-Linked Profile describes additional PHR-S
functionality that is necessary to allow a payer or insurance provider amodel to follow in providing
information for their membership. This model is not a ceiling — but a floor or basis on which a
payer might develop and deliver information. The model is meant to.support all types of health
benefits plans including:

Medical

Dental

Vision

Pharmacy

The Payer-Linked Profile supports healthcare provider selection and management, transparency
of provider and facility experience, public_health, clinical trials, medications, histories, and all
avenues of patient care. It is also a model that supports the addition of information by the
member.

The profile is not intended to supports a standalone PHR. Rather, this model would be
associated with web-based PHR system:that is sponsored by the payer on behalf of their
members, but not focused on specific payer approach or application software. Other models will
be developed that describe Payer linked profiles where the health plan and healthcare provider
are part of the same organization.

1 Background (Reference)

Founded.in 1987, Health Level Seven (HL7) is a not-for-profit healthcare standards development
organization /(SDO) accredited by the American National Standards Institute (ANSI). While
traditionally involved in the development of messaging standards used by healthcare systems to
exchange data, HL7 has begun to develop other standards related to healthcare information
systems. In 2002, a newly formed HL7 EHR Special Interest Group began development of a
functional model for EHR systems. Shortly thereafter, a number of organizations approached HL7
to develop a consensus standard to define the necessary functions for an EHR system. The EHR
Special Interest Group was promoted to a full technical committee (EHR-TC), and in 2004
published the EHR-S Functional Model as a Draft Standard for Trial Use (DSTU). ™ The
Functional Model underwent membership level ballot in September 2006 and January 2007, and
it was approved as standard in February 2007. The EHR-TC intends that unique functional
profiles be developed by subject matter experts in various care settings to inform developers,
purchasers, and other stakeholders of the functional requirements of systems developed for
these domains.

July 2008 WORK-IN-PROCESS DRAFT Page 3
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The HL7 Personal Health Record Work Group was founded in 2006 primarily to inform HL7 and
other healthcare standards development organizations of the unique requirements and workflows
for personal health records.. Participation was sought from the international community as well as
the vendor community through the press, HL7 announcements and personal invitations.

A Payer-Linked FP workgroup convened in March 2008, and currently has payer representation
from medical and dental plans, as well as vendors and associations. Everyone’s contributions
and concerns were addressed, and everyone’s input was welcome. Membership in HL7 was not
a prerequisite for participation.

2 Methods, Description and Project Plan (Reference)

The EHR-TC provides specific methodologies for profile development and confermance, which
are outlined in the How-To Guide for Creating Functional Profiles and Conformance Clause
sections of the PHR-S FM. ¥

Organization = Recruit volunteers March-April
Phase *  Form workgroup 2008

» Define project scope

= Develop project plan

= Educate volunteers on project and assignments
Formalization = Refine previously identified child healthcare April 2008

Phase

functions and conformance criteria
Identify new child healthecare functions and
conformance criteria

Harmonization
Phase

Compare with, incorporate into, and align with the
PHR-S FM
o Define functional priorities and timeframes
for functions
0. Accept.or reject other functions from PHR-
S FM
0. Incorporate unique functions through sibling
child relationships with PHR-S FM functions
0. Incorporate and modify conformance
criteria
Consolidate feedback
Workgroup review and voting

April-July 2008

Finalization
Phase

Edit document (detail, wording, language, and
conformance)
Submit to EHR-TC for verification and registration

June-October
2008

Preparation for
Ballot

Consider option to work with EHR-TC to prepare for
HL7 ballot

October 2008-
Jan 2009

3 Organization of this Document (Reference)

The profile is divided into three sections: Direct Care, Information Infrastructure and Supportive
Functions. Each section defines a broad category of functions applicable to a PHR system used
by payers. Because of this organization, many traditional concepts and tasks typical of traditional
PHR systems can be found interspersed throughout the document, depending upon whether
aspects constitute administrative functions, personal health functions such as medication and
immunization lists, clinical surveys or health related education. .

July 2008
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Direct Care Functions employed in the provision of care to individual
patients. Direct care functions are the subset of functions that
enable delivery of healthcare or offer clinical decision
support.
Information Functions that define the heuristics of a system necessary for
reliable, secure and interoperable computing. These
Infrastructure functions are not involved in the provision of healthcare, but
are necessary to ensure that the PHR system provides
safeguards for patient safety, privacy and information
security, as well as operational efficiencies and minimum
standards for interoperability. Functions may be provided by
the PHR system itself, by the supporting infrastructure, or a
combination of both.
Supportive Functions that support the delivery and optimization of care,
. but generally do not impact the direct care of an individual
Functions patient. These functions assist with the administrative and
financial requirements associated with the delivery of
healthcare, provide support for medical research and public
health, and improve the global quality of healthcare.

4 Functional Priorities (Normative)

For each function, the payer-linked PHR-S profile group assigned a priority rating with
consideration of whether the function was essential across most types of personal health
records or only a few, and whether the function'was feasible to provide now or only after
some future condition was met (e.g. time for. development, passage of other supporting
standards). The group rated the functions according to the four priority categories listed
below:

» Essential Now (EN) = PHR functions considered relevant and essential for most
types of Payer-linked PHR-Ss and feasible to offer now. Functions with this
rating must be present in a Payer-Linked PHR-S for it to be considered in
conformance with the profile.

» Essential Future (EF) — PHR functions considered relevant for most behavioral
health settings but not feasible to offer until certain specified conditions are met.
Typically, the future conditions are described in units of years from the time this
profile is released. In other instances, the future conditions are described in terms
of events such as the adoption of an ANSI standard dealing with a specific issue.

» Essential Future — Standard (EF-S)—This is a new category developed by the

working group.

This function will become effective (Essential Now) 18 months after formal

recognition of the applicable standard determined to support the function has

been published and available, in one of the following venues:

a. HHS recognizes the applicable standard as part of a foundation.

Examples may the adoption of an X12 enveloping standard for the
transfer of data. Adoption of a standard in this case would be based on

July 2008 WORK-IN-PROCESS DRAFT Page 5
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HITSP adoption rather than adopting any Standards Setting Organization
standard.

b. HL7 publishes a standard that addresses one of the functional areas of the
PHR Profile e.g. Advance Directives as a structured Document. These
standards may progress in sophistication over time e.g. moving from non-
structured to structured data. New phases of adoption would have to be
outlined as the standard progresses.

Timing: Once the standard is announced, no matter how mature, the PHR
Payer Profile group would review the standard and determine the reality of
adoption. For those standards deemed adoptable as written at the time, the
function would become Essential Now with an implementation timeframe of 18
months.

If a standard is not deemed adoptable e.g. not mature enough to support the
function need, the function will be moved from EF Standard to Essential Future
with notation of the standard that would be utilized to support the function and
conformance criteria.

» Optional (O) — PHR functions considered relevant and possibly essential for
some but not most types of Payer-Linked PHR-Ss. Functions with this rating may
or may not be present in the Payer-Linked:PHR-S but are not essential for the
system to be considered as in conformance with.the profile.

5 Conformance Clause (Normative)

This profile is based on the HL7 EHR-TC approved standard: Personal Health Record-Systems
Functional Model, Release One. Key to the Functional Model and derived profiles is the concept
of conformance, which may be defined as“verification that an implementation faithfully meets the
requirements of a standard or specification” . In the Functional Model and in derived profiles, the
general concept of conformance may be expressed in a number of forms. For instance, a profile
can be said to conform to the.functional model if it adheres to the defined rules specified by the
functional model specification. Similarly, a PHR system used to care for children may claim
conformance to this profile if.it meets all the requirements outlined in the profile.

5.1 Conformance Criteria

Conformance Clause

Each function-defined in the model or profiles is associated with specific conformance criteria
which are statements used to determine if a particular function is met (i.e. “the system SHALL
capture, .display and report all immunizations associated with a patient”). Conformance criteria
have been developed in accordance with the standards set forth by the EHR-TC. In order to
ensure consistent, unambiguous understanding and application of the Functional Profile, the use
of a consistent set of keywords (normative verbs) have been employed to describe conformance
requirements.

The key words SHALL, SHOULD and MAY in this document are to be interpreted as described in
RFC 2119 (available at: http://www.ietf.org/rfc/rfc2119.txt). To differentiate the normative key
words from when they are used in an informative sentence, the key words are presented in upper
case and bold.

July 2008 WORK-IN-PROCESS DRAFT Page 6
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e SHALL: “Isrequired.” Indicates a mandatory, required action.

e SHOULD: “Is recommended.” Indicates an optional, recommended action that is particularly
suitable, without mentioning or excluding other actions.

e MAY: “Is permitted.” Indicates an optional, permissible action.

e SHALL NOT: “Is not permitted.”

5.2 Conformance of PHR Systems

To claim conformance with the Payer-Linked -FP, a PHR system (or systems) employed for the
use by payers for members SHALL satisfy the conformance criteria designated as SHALL.

5.3 Conformance of Derived Profiles

In order for a derived profile to claim conformance with the Payer-Linked-FP, the profile SHALL
include all of the Child Health-FP functions. The workgroup solicits feedback regarding functions
encountered in the development of a derived profile not encountered in-the Child Health-FP.

5.4 Normative Language

Additional clarification is necessary to understand the standardized nomenclature used to
describe the functions of a system. The following chart, adapted fromthe EHR-S FM, illustrates
the hierarchy of nomenclature. For example, “capture” is used to describe a function that includes
both direct entry “create” and indirect entry through another device “input.” Similarly, “maintain” is
used to describe a function that entails reading, updating, or removal of data.

oo |

Create Store Update Restrict Remove || Read Output
(External) [ (Internal) Access Access (Internal) {| (External)

Receive Enter Save Edit Hide Obsolete || View Send
Accept Compute [l Backup Correct Mask Inactivate J| Report Upload
Download Jf Record Compact Jf Amend Filter Destroy Display Export
Import Encrypt Augment Nullify Access Synchronize
Archive Annotate Purge Present

Comment

Associate

Tag

NOTE: In the final version (not this draft), the payer additions and edits to the PHR-S FM, DSTU
version 1.0 will be indicated in red in the function chapters.

July 2008 WORK-IN-PROCESS DRAFT Page 7
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Chapter Three: Personal Health Functions

Statement: Manage information and functions related to PH 2.5.10 . The system SHALL
self care and provider based care over time. explicitly capture and record
the source of all data in the
Description: The personal health record may take many PHR-S.
forms including a personally maintained paper record or
follow a number of different profiles. The functions that
follow are a superset of functionality for electronic
profiles with certain functions that SHALL be present in 2. The system SHALL only 2
all implementations. The functions provide for both allow the PHR account holder
personal observations and health management as well as to directly modify self-
by the account holder's healthcare providers. The PHR reported data
should present a view to the account holder that is
tailored to their level of health literacy and language
ability. Many realms already support an Account -
Holder’s ability to withhold health information from 3. The system SHALL provide 3
providers and other persons at the Account Holder’s the ability for the account
discretion. Personal Health functions accommodate those holder to remove access or
realms by providing the Account Holder the ability to restrict access to data.
withhold such information, but with clear indications in
the record that some information has been withheld
(according to each realm’s respective jurisdictional laws, 4. IF the account holder 2

rules, or regulations). .
9 ) removes access or restricts

access to any information in
the record that was not self-
reported, THEN the system
SHOULD have the ability to
display one or more flags or
other indication(s) that
information has been
withheld by the account
holder, to any stakeholder
with whom information is
shared.

Examples: Produce a summary record of care and
present ad hoc views of the health record such as the
same unambiguous list of medications that is referenced
by all providers, pharmacists, and the account holder
him/her self.

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 10
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Identify and
Maintain a
Patient Record

Statement: Manage account holder demographics,
preferences, advanced directives, consent documents and
authorizations.

Description: The person that is the subject of the
personal health record is referred to as the account holder.
The account holder may also be represented by the
parent/guardian, or a designated representative (proxy)
assigned by the account holder or otherwise authorized
entity. The PHR includes relevant demographic
information and other administrative statements
necessary to provide care such as advanced directives or
consents for care.

Examples: Display and maintain demographics or
preferences such as the account holder's preferred first
name or religious preferences.

Statement: Unambiguously identify the account holder;
correctly link the information with the account holder and
vice-versa.

Description: The Account Holder must be confident that
the system can reliably and uniquely identify them and
provide access to their health record. Nothing precludes
the Account Holder from having more than one PHR
such as a tethered PHR with their primary care provider
(PCP) and a separate self maintained PHR. The
following functions apply to a single PHR system (PHR-
S).

Example:
"The system SHALL provide the ability to uniquely

(EN)

The system MAY provide a
user guide to assist the
account holder in installing,
initializing, registering, or
operating their PHR.

The system SHALL provide
the ability to store more than
one unique identifier for each
account holder's record.

The system SHOULD
provide the ability to capture,
store and utilize the account
holder's unique identifiers
from multiple external
sources

July 2008
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Function Chapters

identify an Account Holder and tie the record to an
Account Holder."

The system SHALL
associate key identifier
information (e.g., medical
record number, insurance
account number, and
voluntary unique identifiers)
with each account holder.

IN.3.1

The system SHALL provide
the ability to uniquely
identify an account holder
and tie the record to an
account holder.

10

The system SHALL provide
the ability, through a
controlled method, to merge
or link dispersed information
for an individual account
holder upon recognizing the
identity of the account holder
—as applied to the PHR-S,
not external systems.

11

IN.1.1

IF health information has
been mistakenly associated
with an account holder,
THEN the system SHALL
provide the ability to annotate
the information as erroneous
in the record of the account
holder in which it was
mistakenly associated and
represent that information as
erroneous.

12

July 2008 Payer-linked Profile: Work-in-process DRAFT
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Function Chapters

IN.1.12

IF health information has
been mistakenly associated
with an account holder THEN
the system SHALL provide
the ability to communicate
the error to the source, if and
where known.

IF health information has
been mistakenly associated
with an account holder THEN
the system SHOULD provide
the ability to communicate
the error to affected parties, if
and where known.

See also

10.

The system SHALL provide
the ability to obsolete,
inactivate, nullify, destroy
and/or archive an account
holder’s record in accordance
with terms and conditions,
organizational policy, or
jurisdictional law.

14

PH.1.2

Manage Account
Holder
Demographics

Statement: Enable the PHR account holder to manage
information about demographics.

Description: The system should maintain the current
demographic data set that unambiguously defines who
the account holder is including personal attributes,
contact information including emergency contact, next-
of- kin information and insurance information sufficient
to meet the information needs required to provide health
care services, and if applicable, facilitate family member
re-unification and expedite next-of-kin notification.
(Blood verses legal relationship)

Examples: Maintain current contact information,
emergency contact information/next-of-kin information,

(EN)

The system SHALL capture
demographic information as
part of the account holder's
record.

15

IN1.6

The system SHALL store
and retrieve demographic
information as discrete data.

16

The system SHALL provide
the ability to retrieve or
accept demographic data
from existing digital sources
including a provider's EHR
system or a health plan
system as part of the account
holder's record.

17

July 2008
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HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

and registration information including physical addresses, . The system SHOULD

telephone numbers, and email addresses. provide the ability to enter or
update demographic data
manually not synchronized
with other source systems.

5. The system SHALL provide 19
the ability to report an
account holder's demographic
data.

6. The system SHOULD store 20
historical values of
demographic data over time.

7. The system SHALL display 21
identifying information with
any presentation of account
holder data unless it is
intended to be de-identified.

8. IF related account holders 22
share any identical data,
THEN the system SHOULD
provide the ability to
propagate that data to all their
records.

9. The system SHOULD 23
provide the ability for the
account holder to annotate
demographic data with text
comments.

10. The system SHOULD 24
provide the ability for the
account holder to restrict
access to demographic
information.

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 14
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Function Chapters

PH.1.5 F | Manage Statement: Enable the PHR account holder to manage (EN) The system SHALL provide 40
Consents and consent documents and authorizations the ability to indicate that a
Authorizations patient has granted, withheld,
Description: A variety of consent documents and or withdrawn completed
authorizations are needed to provide healthcare services. applicable consent documents
Each institution such as an emergency room, each and authorizations.
provider, or each health care service such as an operative The system SHALL provide 41
procedure may require its own informed consent be the ability to indicate that a
captured, displayed, and verified before care can be patient has granted, withheld
provided. The consent documents may be externally or withdrawn applicable
sourced with copies made available for the account consent documents and
holder to capture and store. Some consent documents or authorizations.
authorizations may be authored by the account holder The system SHOULD 42
granting authorizations such as a parent granting ad hoc provide the ability to view
authorization for emergency care for a child. and complete consent and
authorization forms on-line.
July 2008 Payer-linked Profile: Work-in-process DRAFT Page 18
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HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

Examples: Maintain current authorizations in relation to The system MAY provide the

specific health record functions. The system MAY ability to generate printable

display the authorizations associated with a specific consent and authorization

clinical activity, such as treatment or surgery, along with forms

that event in the account holder's PHR. 5. The system MAY display 44

electronic copies of
authorization and/or consent
documents associated with a
specific clinical activity, such
as treatment or surgery.

6. The system MAY provide the 45
ability to display electronic
copies of authorization and/or
consent documents
chronologically

7. The system SHOULD 46
provide the ability to capture
documentation related to an
assent for account holder
legally unable or not required
to consent, subject to
organizational policy and
jurisdictional law

8. The system SHOULD 47
provide the ability to capture
the source of each consent
document, including the
account holder, or the
account holder’s personal
representative if the account
holder is legally unable or not
required to provide it.

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 19
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9. The system SHOULD 48
provide the ability to
document the account
holder's personal
representative’s authority to
make decisions on behalf of
the account holder.

PH 1.6 F | Manage PHR Statement: Enable a PHR Account Holder or sponsor to | (EN) 1. The system SHALL provide 49
Account Status open or close a PHR Account, or to transfer PHR the ability for the PHR
information from one PHR Account to another PHR Account Holder or sponsor
Account. to open an account.
Description: A PHR Account Holder may possess one or 2. The system SHALL provide 50

more PHR accounts over a lifetime, and may have
multiple PHR accounts open simultaneously. The PHR
system, therefore, needs to provide the ability to open or
close a PHR account on a PHR Account Holder’s behalf,
and to transfer PHR account data to other PHR systems.

the ability for the PHR
Account Holder or sponsor
to close an account.

3.  The system SHALL 51
transmit confirmation of the
PHR Account Holder’s
account closure to the PHR
Account Holder.

IN21 | 4.  The system SHALL provide 52
the ability to export the
PHR Account Holder’s
account information in a
standard format that would
enable another PHR-S to be
able to accept a PHR
transfer..
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5.  The system SHALL have 53
the capacity to transmit
confirmation of the PHR
Account Holder’s account
information export..

6. The system SHOULD have
the capacity to accept and
transmit confirmation of the
PHR Account Holder’s
account information transfer
from the receiving PHR-S.

Statement: Historical health information as well as 1. The system SHALL 54
current health status should be captured and maintained explicitly label and manage
in the health record. the data in the PHR,

including date and source.
Description: To obtain historical information to
populate the PHR, the account holder may use strategies
that include: entering historical information directly or
importing at least part of this data from outside electronic
data sources. An outside service such as an employer,
insurance plan, primary care physician or care delivery
organization may sponsor a particular PHR and add data
to the record from their data sources. The account holder
may use similar strategies to populate their current state

2. The system SHOULD 55
provide the ability for the
account holder or proxy to
annotate any externally
sourced data with text

information.
comments.
Manage Patient Statement: Manage information sourced or input (EN) IN.1.5 1. The system SHALL accept 56
Originated Data | directly by the account holder. IN.1.6 both structured and
unstructured data as defined
Description: PHR data including personal observations inIN 1.5and IN 1.6
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and most specific data elements such as allergies or
problems may be entered directly by the account holder.
The source of all data is captured and in this case self
entered data should be so labeled. These elements may
possess more or less credibility when entered by the

The system SHALL
explicitly label the data as
entered by the account
holder, proxy, or other
authorized user.

account holder. When appropriate, patient entered data The system SHOULD 58
should be structured and codified. present account holder-
originated data for use by
Examples: When a problem in the problem list is care providers.
entered by the account holder, it is labeled as such in The system MAY provide the 59
order to distinguish this problem from others that resulted ability to document that a
from a provider’s clinical diagnosis. provider has verified the
accuracy of consumer-
When a problem in the problem list is entered by the originated data and has
account holder, it is labeled as such in order to included it as a record in the
distinguish this problem from others that resulted from a EHR-S.
provider’s clinical diagnosis, or a payer’s care plan. IN.1.5 The system MAY provide the 60
ability for the account holder
or proxy to annotate patient
sourced data with text
comments.

PH.2.2 Manage Data Statement: Manage information from administrative (EN) The system SHOULD 61
from External data sources such as insurance plans and pharmacy provide the ability to capture
Administrative benefit managers. data from claims and other
Sources administrative data sources.

Description: Each of the account holder’s health IN.1.1 The system MAY identify 62
insurance plans has the ability to extract health-related and hide duplicate data
information or simulate selected clinical information referencing the same clinical
from financial transactions to the extent that health events from different sources.
insurance claims include relevant data. Similarly,
selected medication records may be available from
Pharmacy Benefits Management services.
Examples: "The system SHOULD provide the ability to
capture data from claims and other administrative data
sources."
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Statement: Capture and maintain the summary lists 1. The system SHOULD 85
depicting the account holder’s current medical state and provide the ability for the
history. account holder and other
authorized users to print
Description: The current state data set is a data model of information about their health
the account holder useful to the account holder but conditions

particularly useful to any healthcare provider that the
account holder might solicit to help them. These data
characterize the account holder in current time and is
useful in the evaluation of new conditions and predictive
of how they might respond to treatments and/or therapies.
Maintaining these in the PHR may obviate having to
recreate them with every new encounter. For many of
these elements, the account holder is the primary
authority. These data elements are managed over time,
across encounters with providers, and any particular
health condition:

1, Problems (including Diagnoses)
2. Medications

3. Test Results

4. Allergies

5. Medical history

6. Surgical history

7. Immunizations

8. Family history

9. Genetic information

10. Social history

Specific complaints, history of present illness, review of
systems, and the physical exam are more episodic and
encounter specific.
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Example: Current Problems, Medications taken,
allergies, immunizations, past medical illnesses,
surgeries, family history, and social history including
habits along with recent diagnostic studies provide data
useful for directing care.

PH.2.5.1 F | Manage Problem | Statement: Manage the account holder’s health problem | (EN) The system SHALL provide 86
Lists list and provide the ability to manage the problem list the ability to capture, display
over time in accordance with organizational policy and and report all problems
jurisdictional law. associated with an account
holder.
Description: Problems are a core feature of the medical The system SHALL capture, 87
record that provides structure and direct management. display and report a history of
Problems may include diagnoses. The account holder, all problems associated with
along with his or her medical advisors, may wish to the account holder
establish their own guidelines regarding who can add or The system SHALL provide 88
change self-entered problems on the primary list. The the ability to capture the date
account holder may wish to maintain his or her own list the problem was documented.
of problems authored themselves or from non-traditional The system SHOULD 89
providers that have no correlate in allopathic medicine. provide the ability to capture
As in other criteria, all data can have source attribution so the chronicity (chronic,
as to distinguish patient-entered data from provider- acute/self-limiting, etc.) of a
entered data. problem.
The system SHALL provide 90
Example: Problem list items may include: chronic the ability to capture the
conditions, diagnoses, allergies, or symptoms, both past source, date and time of all
and present, as well as functional status and all pertinent updates to the problem list.
dates, including date of onset, diagnosis, changes and The system SHOULD 91
resolution. provide the ability to
deactivate a problem.
The system SHOULD 92
provide the ability to re-
activate a previously
deactivated problem.
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8. The system SHOULD 93
provide the ability to display
inactive or resolved
problems.

9. The system SHOULD 94
provide the ability to
manually order/sort the
problem list.

10. The system SHOULD 95
provide the ability to
associate encounters, orders,
medications, notes with one
or more problems.

11. The system MAY provide the 96
ability to consolidate or group
multiple problems or related
problems under a single
problem.

12. IF problems are combined or 97
consolidated, THEN the
system SHOULD maintain
any associations with
encounters, orders,
medications, or notes
previously set.

13. The system SHOULD 98
provide the ability for the
account holder to annotate
problems.

14. The system MAY provide the 99
ability to score problems for
importance or severity in a
classification scheme.
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15. IF the system provides the 100
ability to score problems in a
classification scheme, THEN
the system SHALL conform
to function IN 1.1 to define
classification schemes.
16. The system SHOULD 101
provide the ability to order a
problem list by importance or
severity of the problems.
17. The system SHOULD 102
provide the ability to display
a problem list truncated by
number of entries.
PH.2.5.2 Manage Statement: Manage the account holder’s medication list. | (EN) 1. The system SHALL provide 103
Medication List the ability to capture account
Description: Medication lists are managed over time, holder-specific medications
whether over the course of a visit or stay, or the lifetime data from provider EHR
of a patient. All pertinent dates, including medication systems, pharmacy benefits
start, modification, and end dates are stored. The entire management systems or other
medication history for any medication, including Sources.
alternative supplements and herbal medications, is 2. The system SHALL provide 104
viewable. Medication lists are not limited to medication the ability to capture and
orders recorded by providers, but may include, for update a fill status for each
example, pharmacy dispense/supply records, patient- prescription.
reported medications and additional information such as 3. The system SHALL provide 105
age specific dosage. the ability to capture dates
associated with medications
Example: The PHR maintains a medication list that may such as start date, fill date,
be followed by the account holder and referenced by his and end date.
or her providers and pharmacists. Copies of the PHR IN.1.6 4. The system SHALL provide 106
medication list may be kept by their providers in their the ability to capture
EHRs. medications not reported on
existing imported medication
lists or medication histories.
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5. The system SHOULD 107
provide the account holder
with the ability to notify the
prescriber or provider that
they believe a medication was
erroneously captured or
duplicated.

6. The system SHOULD 108
provide the ability to capture
and update a dispensing
status for each medication
order.

7.  The system SHALL present 110
the list of medications to be
self-administered.

8. The system SHOULD 111
display the timing, route of
administration, and dose of
all medications on the list.

9. The system SHOULD 112
display instructions for
administration of all
medications on the list.

PH3.5.4 10. The system SHOULD notify 113
the account holder when
specific doses are due subject
to the account holder’s
request.

11. The system SHOULD 114
provide the ability to capture
medication self-
administration details
including timestamps,
observations, complications,
and reason if medication dose
was not taken.
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IN.3.10 12. The system SHOULD 115
provide the ability for the
account holder to request a
refill from the pharmacy or a
renewal prescription from the
provider.

13. The system SHALL provide 116
the ability to annotate the
medication list with text
comments.

14. The system MAY provide the 117
ability to print a medication
list containing only
medications selected by the
account holder.

15. The system SHOULD allow 118
the account holder to
identify medications form the
list that they are currently
taking

16. The system SHOULD allow 119
the account holder to identify
medications from the list that
they are no longer taking
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PH.2.5.4

Manage Allergy,
Intolerance and
Adverse
Reaction List

Statement: Manage the PHR account holder’s list of
known allergens and adverse reactions with all pertinent
information.

Description: Drug allergies must be reviewed with every
new prescription to avoid an allergic reaction.
Environmental and dietary allergens should be listed and
maintained here as well.

Example: The system SHALL provide the ability to
enter, store, update and display information related to
allergic and adverse reactions to drug and non-drug
allergens or substances.

(EN)

The system SHALL provide
the ability to capture
information related to allergy,
intolerance, and adverse
reaction to drug, dietary or
environmental triggers as
unique, discrete entries.

130

The system SHOULD
provide the ability to capture
the reason for entry of the
allergy, intolerance or
adverse reaction.

131

The system SHALL provide
the ability to manage
information related to allergic
and adverse reactions to drug
and non-drug allergens or
substances.

132

The system SHOULD
provide the ability to capture
the reaction type.

133

The system SHOULD
provide the ability to capture
the severity of a reaction.

134

The system SHOULD
provide the ability to
associate allergic reactions to
specific treatment or
prevention protocols.

135

The system SHALL provide
the ability to indicate No
Known Allergies (NKA).

136
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8. The system SHALL provide 137
the ability to indicate No
Known Drug Allergies
(NKDA).

9. The system SHOULD 138
provide the ability to capture
the source of allergy,
intolerance, and adverse
reaction information.

10. The system SHOULD 139
provide the ability to
deactivate an item on the list.

11. The system SHOULD 140
provide the ability to capture
the reason for deactivation of
an item on the list.

12. The system SHOULD 141
present allergies, intolerances
and adverse reactions that
have been deactivated.

13. The system MAY provide the 142
ability to display user defined
sort order of list.

14. The system SHALL provide 143
the ability to capture and
display the date on which
allergy information was
entered.

15. The system SHOULD 144
provide the ability to capture
and display the approximate
date of the allergy
occurrence.
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16. The system MAY provide the 145
ability to generate and
transmit a standard adverse
reaction report within a
jurisdiction (for example, a
standard report regarding an
adverse reaction to a
vaccine).
PH.2.5.5 F | Manage Statement: Manage the account holder's immunization (EN) The system SHALL provide 146
Immunization data and associated capabilities including reminders, the ability to capture, display
List alerts, compliance, and administration. and report immunization
histories associated with an
Description: Immunization records back to childhood account holder.
vaccinations with booster doses due over the years are The system SHOULD record 147
difficult to maintain over a lifetime. The PHR is an ideal as discrete data elements data
repository to maintain the definitive list. The list can be associated with any
associated with the health maintenance care plans in PH immunization (may include
1.3.3 maintaining a prospective immunization schedule certification that the
for routine recommendations. In addition, vaccinations immunization was
in preparation for foreign travel and episodic public administered), subject to
health outbreaks such as bird flu vaccinations can be organizational policy and
maintained here. Also, some jurisdictions accept titers or jurisdictional law.
specific dates of infection as proof of adequate The system SHOULD 148
protection. provide the ability to capture
standard codes with discrete
Examples: The system SHOULD provide the ability to data elements associated with
associate standard codes with discrete data elements an immunization.
associated with an immunization. The system SHOULD 149
provide the ability to
associate standard codes with
discrete data elements
associated with an
immunization.
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5. The system SHOULD 150
provide the ability to capture
immunization administration
details, such as date, route of
administration, type, lot
number, manufacturer, and
the identity of the
immunization administrator.

6. The system SHALL provide 151
the ability to capture the
currently recommended date
for a booster dose with each
immunization if needed.

7. The system SHOULD 152
provide the ability to report
an account holder‘s
immunization history to
appropriate authorities such
as public health
immunization registries,
schools or day-care centers in
accordance with
organizational policy and
jurisdictional law.
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PH.2.5.6

Manage Medical
History

Statement: Manage the account holder's medical
history.

Description: Significant or serious past medical illnesses
and hospitalizations can be referenced in this list with a
brief description and date.

The past history list can also display standard life event
reporting such as birth history used in pediatrics:

NVD at 36 wks APGAR 7and 9  (Normal vaginal
delivery after 36 weeks gestation with APGAR scores of
7 and 9 at one and three minutes)

and reproductive history used primarily by gynecologists:

G4,P3,Ab1, postmenopausal (4 pregnancies, 3 live
deliveries, 1 lost pregnancy, now postmenopausal)

Example: The system SHOULD provide the ability to
annotate the medical history.

(EN)

The system SHALL provide
the ability to capture medical
history including positive and
negative elements and
associated annotations that
may exist in the provider(s)
EHR or other systems, in
accordance with
organizational policy and
jurisdictional law. My
assumption is that this isn’t
necessarily a requirement to
extract medical history from a
provider’s EHR but to
capture such data in whatever
way possible.

The system SHALL provide
the ability to present medical
history including positive and
negative elements and
associated patient annotations
that may exist in the provider
EHR or other systems.

154

The system SHALL provide
the ability to initiate a request
to amendment to medical
history that was incorrectly
captured, or incorrect
information identified from
the external source — if and
as feasible. It is unrealistic to
think that requesting a
correction in a PHR will
change the data in the
originating system...no
originating system will allow
it. This needs to be clarified.

155
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4. The system SHALL provide 156
the account holder with the
ability to annotate the
medical history with text
comments. | believe this
should be a SHALL.

5. The system SHALL provide 157
the ability to enter missing
information in or subsequent
changes to the medical
history. If this were
broadened, # 4 above would
be unnecessary. — different
item and test.
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PH.2.5.8 Maintain Family | Statement: Manage the Account Holder's Family Health | (EN) . The system SHALL provide
History History. IN.1.2 the ability to capture family
IN.1.6 history including positive and
Description: The family history traditionally imparts the S negative elements and
account holder with certain risks and probabilities of associated annotations that
illnesses that have a familial component. The major may exist in the provider
illnesses and cause of death of primary family members EHR or other systems, in
should be captured and displayed. For some illnesses of accordance with

the account holder a negative family history is also organizational policy and

pertinent such as for cancer. jurisdictional law. My

assumption is that this isn’t

Example: The system SHOULD provide structured data necessarily a requirement to

entry templates for the account holder or proxy to record extract family history from a

their family relationships and major illnesses or cause of provider’s EHR but to

death of their family members. capture such data in whatever
way possible.

2. The system SHALL provide 164
the ability to present family
history including positive and
negative elements and
associated annotations that
may exist in the provider
EHR Or other systems

3. The system SHALL provide 165
the ability to request a
correction to family history
that was captured from an
external source. See text
from 2.5.6 It is unrealistic to
think that requesting a
correction in a PHR will
change the data in the
originating system...no
originating system will allow
it. This needs to be clarified.
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4. The system SHALL provide 166
the account holder with the
ability to annotate the family
history with text comments.

5. The system SHALL provide 167
the ability to enter missing
information in or subsequent
changes to the family history.
If this were broadened, # 4
above would be unnecessary.

6. The system SHOULD 168
provide the ability to share
and propagate family history
entries with the PHRs of
other family members.
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PH.25.10 | F | Manage Social Statement: Manage the account holder's social history (EN) The system SHALL provide 172
History including, health related habits and risk factors. the ability to capture the
account holder's social
Description: The social history provides a profile with a history versions including
number of characteristics that help define the account positive and negative
holder's background and health risks. This information elements and associated
can be collected in, or related to, a health risk assessment. patient annotations that may
The account holder is the primary author and authority of exist in the provider(s) EHRs
these topics commonly included in the social history: or other systems. My
1. Education and employment assumption is that this isn’t
2. Marital status, care giver resources at home necessarily a requirement to
3. Living arrangement such as private home, adult family extract social history from a
home, nursing home, homeless etc. provider’s EHR but to
4. Habits including smoking, alcohol, recreational drugs, capture such data in whatever
use of seatbelts, helmets, hazardous sports, sexual way possible.
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practices. PH (header) | 2.  IF the system captures the 173
5. Travel history criterion #3 account holder’s social
6 Hazardous exposure such as asbestos, radiation history from an external
exposure, sun exposure source, THEN the system
MAY waive the flags or
Examples: The system SHALL provide the ability to for other indication(s) that
the account holder to maintain an accurate and current information has been
view of his or her health habits and risks. withheld by the account

holder as documented in PH
(header level) criterion #3.
IMPROVE, clarify text —
authors (impression that
account holder has lost
control)

3. The system SHALL provide 174
the ability to present the
account holder's social
history versions including
positive and negative
elements and associated
patient annotations that may
exist in the provider(s) EHRs
or other systems.

4. The system SHALL provide 175
the ability to request a
correction to the account
holder's social history that
was captured from an
external source.

5. The system SHALL provide 176
the ability to annotate the
account holder's social
history.
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The system SHALL provide
the ability to enter missing
information in or subsequent
changes to the account
holder's social history. .
Statement: Assist the account holder with maintaining 178
his or her wellness and management of their health
conditions.
Description: A competency of the personal health
record is to encourage thoughtful prospective
management of our own health maintenance and
conditions.
Examples: The system should maintain a life long
schedule for surveillance evaluations and studies.
Statement: Provide the ability for the PHR Account 179
Holder to enter personally sourced data and to make it
available electronically to authorized Health Care
Provider(s) or other Authorized Users or applications.
Description: The system should provide for a number of
methods for the account holder to record his or her own
health observations.
Examples: The system SHALL capture account holder's
self-reported physical symptoms and daily functioning as
structured or unstructured data.
Manage Personal | Statement: Provide the ability for the PHR Account (EN) The system SHALL provide 180
Observations Holder to enter personally sourced data and to make it the ability for the account
and Care available electronically to authorized health care holder to record his or her
provider(s) or other authorized users or applications. own health observations (i.e.,
symptoms, vital signs,
Description: This is one of the account holder's physical observations, home
functions to use his or her PHR for capturing and laboratory studies such as
maintaining records of their own health observations. blood sugars).
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They may wish to use a variety of structured and . The system SHOULD
unstructured formats and several media types. The list provide the ability to capture
would include free or structured text documents, audio account holder's externally
files from telephone devices, calendar entries, text sourced vital signs (e.g. blood
messages, scanned or digital images including pressure, temperature, heart
photographs and personal drawings. rate, respiratory rate, and

severity of pain).
Examples: The system SHALL capture account holder's 3. The system MAY capture 182
self-reported health observations such as symptoms, vital other self-reported clinical
signs and other physical conditions. measures (e.g. peak

expiratory flow rate, size of
lesions, oxygen saturation) as
discrete elements of
structured or unstructured
data.

4. The system MAY provide the 183
ability to record account
holder's self-reported mental
health status with appropriate
privacy and security
protections

5. The system SHOULD 184
provide the ability to enable
access to educational
information that can be used
by the account holder to
understand his or her
condition(s).

6. The system SHOULD 185
provide the ability to enable
access to information that can
be used by the account holder
to understand various self
care options.
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Statement: Provide various functions to allow the
account holder to manage their health care events.

Description: The healthcare activities required of the
account holder may be minimal and manageable. For
some they may be complex, confusing, and
overwhelming. Keeping tack of multiple overlapping
problems, providers, and care plans will take organization
to manage successfully. Using the commonly understood
desktop tools can aid the account holder to breakdown
complicated processes into more manageable tasks and
organizes them. These tools may include:

-The health calendar

-The task list

-The contact list

-Reminders

-Alerts

-Recommendations

Example: Implement a complex care plan in the form of
tasks, reminders, alerts, and calendar entries.

IN.1.12

221
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PH.3.5.1
Calendar

Manage Health

Statement: Provide a calendar to record and display
health care events.

Description: The calendar provides a method to view
time related healthcare activity both in the future as

(EN)

The system MAY provide a
calendar function for
recording and displaying
scheduled health
appointments or events.

scheduled events and in the past has historic events. It is IN.1.12 IF a calendar function is 223
a handy and well understood format. The calendar can provided, THEN future
also be used as a data input device mimicking the paper appointments and other timed
calendar where clinical observations such as gallbladder events SHOULD be
attacks or menstrual periods can be written directly onto a displayed on the calendar.
calendar and captured as a timed note. This idea was put IN.1.12 IF a calendar function is 224
forward from usability studies with lay people how they provided, THEN the calendar
would like to interact with their PHR. function SHOULD provide

the ability to annotate directly
Examples: IF a Calendar function is provided, THEN onto the calendar and capture
future appointments and other timed events SHOULD be these entries as date stamped
displayed on the calendar. text entries.

IN.1.3 IF a calendar function is 225
IN.1.12 provided, THEN care plans

such as a life long

immunization schedules or

cancer surveillance tests

MAY be displayed as

calendar entries.
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PH.3.5.3 F | Manage a Statement: Each individual that accesses the PHR (EN) IN.1.12 1. The system SHALL maintain 233
Registry of should be registered in a directory with his or her contact a registry of all actors and
Actors information and granted specific access rights. organizations that request or
have access to the PHR
Description: The account holder should have control of including data providers that
who has access to his or her PHR. All entities that send import information into the
information to or request information from the PHR PHR.

should be registered for proper authentication and

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 56
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

authorization. The account holder may establish specific . The system SHOULD
access rights for each actor or groups such as all provide the ability for the
emergency room physicians. The registry of actors may account holder to set specific
be used to capture contact information for those without access rights to specific
digital capability as well. Potential actors may include sections of the PHR for each
but are not limited to: actor in the registry

Trusted relatives, friends, and caregivers

Healthcare providers that are part of the account holder’s
team.

Former providers and new providers not yet seen
Insurance plans

Pharmacy Benefits Manager, Pharmacies

Public health registries

Other registries including cancer, transplant and research.

Hospitals, laboratories and diagnostic imaging centers kA2 3. The system SHALL conform 235
to registration functions in

All PHR data is associated with a source and all sources Supportive Services Section.

should be registered and maintained as long as the data is

maintained.

All entities making a request for information or receiving
information should be registered.

Example: Each provider should be registered before
being granted access rights to the PHR.
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H | Population Health
and Wellness
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Statement: Provide clinical decision support appropriate
to the use of the PHR in self-care, home health, and
remote settings.

Description: The account holder may wish to seek
assistance from diagnostic decision support tools, drug
interaction checking, or published guidelines at the
appropriate level of health literacy. The intent is
educational for more sophisticated problems as well as
support for assuming care of minor conditions.

Examples: The system should provide assistance to
select an appropriate Internet based decision support tool
to provide guidance in managing a young child with
vomiting and fever.

287
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PH.5.2

Drug Interaction
Checking

Statement: Display warnings and severity levels of
potential adverse interactions based on the data in the
PHR Account Holder's medication and allergy list.

Description: Drug interaction checking is a
responsibility of the prescribing provider. However, the
account holder may be taking new over the counter
medications or new prescription medications from
providers without access to e-prescribing and may want
to check for interactions. A complete interaction check
would take into consideration other medications,
allergies, relevant health conditions, age, weight, gender,
and relevant laboratory values such as creatinine
clearance.

Example: Each time a new medication or a new allergy
is entered into the PHR, perform an automated check for
potential interactions among all of the current medication
and allergy entries in the PHR.

(EN)

The system SHOULD
provide the ability to check
for and alert account holders
to interactions between
prescribed and over the
counter medications on the
current medication list.

The system SHOULD
provide the ability to relate
medication allergies to
medications to facilitate
allergy checking decision
support for medication
orders.

295

The system SHOULD
provide the ability to check
for drug - drug interaction for
all current medications in the
medication list either
populated prescriptions or
over the counter medications

296

The system SHOULD
provide the ability to check
for and alert account holders
to interactions between
prescribed and over the
counter medications on the
current medication list.

297

The system SHOULD
provide the ability to relate
medication allergies to
medications to facilitate
allergy checking decision
support for medication
orders.

298
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6. The system SHOULD 299
provide the ability to
maintain a list of drug
interaction warnings that was
presented to an account
holder.

7. The system SHOULD 300
provide the ability to override
an alert for adverse
interactions or allergic
reactions and enter a self
prescribed medication on his
or her medication list.

8. The system MAY provide the 301
ability to set the severity level
at which warnings should be
displayed.

9. The system MAY provide the 302
ability to check for duplicate
therapies.
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Statement: Manage information for scheduling,
preparation, and assimilation of knowledge gained by
encounters with providers.

Description: Each interaction with a provider, including
office visits, e-visits, hospitalizations, telephone
conversations, diagnostic procedures, etc. comprise an
encounter. Some encounters are non-discretionary such
as emergent admission to a level 1 trauma center. Many
encounters are initiated by providers in the course of care
such as a scheduled chemotherapy treatment. Some
encounters are initiated by the account holder requiring
additional steps facilitated by their PHR.

Examples: The account holder makes a self assessment
that his or her chest pain warrants urgent evaluation and
calls 911. Access to their PHR information is provided to
the ambulance crew and emergency room staff. The
resulting assessments update to the current data set
including problems, procedures, and medications, and
new care plans from the hospital evaluation are then
incorporated into their PHR during or shortly after the
encounter concludes. The PCP receives an alert to the
changes.

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 72
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 73
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

PH.6.2 F | Manage Statement: Manage information related to self (EN) The system SHALL provide 326
Assessments assessments. the ability to create self-
(Symptoms) assessments.

Description: The account holder may make a self The system SHALL provide 327

assessment concluding that they need an encounter with a the ability for the account

provider. This self assessment should include a specific holder to complete self

reason or reasons for the encounter referred to as the assessment templates as

chief complaint(s) and personal observations or available.

measurements that might be germane to the encounter. The system SHOULD 328
provide the ability to

Example: The system SHALL provide the ability to document using standard self-

document using standard self-assessments germane to the assessments germane to the

age, gender, developmental state, and health condition as age, gender, developmental

appropriate. state, and health condition as
appropriate.
The system SHOULD 329
provide the ability to capture
data relevant to standard self-
assessment.

July 2008 Payer-linked Profile: Work-in-process DRAFT Page 74

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)




HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

5. The system SHOULD 330
capture account holder's self-
reported physical symptoms
and daily functioning as
structured or unstructured
data.

6. The system SHOULD 331
provide to ability to record
account holder's self-reported
mental health status as
structured or unstructured
data.

7. The system MAY capture 332
other self-reported clinical
measures e.g. peak expiratory
flow rate, size of lesions,
0Xygen saturation.

8. The system MAY compute 333
and display percentile values
when data with normative
distributions are entered.

9. The system MAY provide 334
normal ranges for data based
on age and other parameters
such as height, weight, ethnic
background, gestational age.
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Chapter Four: Supportive Functions

See
ID# Type Name Statement/Description PRIORITY éﬁg'g Conformance Criteria RZW
FM
S.1 H Provider Information Statement: The purpose of this section is to 1
provide the system support to obtain a list of
providers in an area and/or within a health
plan panel and then maintain, or provide
access to, current provider information.
S.11 F Manage Selection of Statement: Support an account holder in (EN) S14 The system SHOULD provide the ability to Z
Providers seeking providers who may meet their access multiple sources of healthcare provider
healthcare requirements. and system information
The system SHOULD provide the ability to &
Description: In seeking healthcare, the search on more than one or more provider
system should support the account holder attributes simultaneously.
being able to obtain a list (s) of providers by The system MAY provide the ability to search y
geographic area and/or within a dental or the available health benefit plan provider panel
medical plan panel. Further the account based on one or more attributes.
holder should be able to sort providers by The system MAY provide the ability to T
attributes including but not limited to compare a chosen provider to the health plan
specialty, office hours, gender and language. provider panel in order to determine in or out of
The account holder should be able to network benefits.
maintain, or provide access to, current The system SHALL capture the provider €
provider information. An account holder T E U RS ATt terret farm
may desire to research because of a planned
household relocation to another geographic The system SHALL display the provider !
area, a diagnosis requiring highly contact/business information.
specialized care by healthcare providers and : =
or healthcare facilities that are in limited Ul el MAY p r0\_/|de i 2120 15710 g ‘
availability. The system should be flexible provider participation in payer networks.
on alternative sources of information The system MAY provide the ability to capture ¢
allowing the account holder to review provider participation in payer benefit plan
providers who might best meet the products.
individual’s needs. The system MAY provide the ability to capture 1
a healthcare provider privilege status at a
healthcare facility.
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See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
10. The system MAY provide the ability to verify 11
healthcare provider credentials.
S.1.2 F Manage Account Statement: Manage contact information for | (EN) 1. The system SHALL provide the ability to 17
Holder Provider’s the PHR Account Holder’s current and past capture account holder provider contact
Information health care providers. information.
o o 2. The system MAY have the ability to capture K
Description: A system should maintain background information about and for the PHR
both current and past contact information account holder’s providers.
abﬁutta prgwde_:r.tT_hebsyitem mgy also 3. The system SHOULD provide the ability to 14
g:of ec atp maintain backgroun maintain contact and background information
inrormation . about the providers as part of the account holder
about a provider such as academic e
credentials, certl_flcatlons and_spgc[altles. 4. The system SHALL provide the ability to track 1f
Healthcare providers may be individuals, . .
e .- updates of contact and background information.
teams, or organizations such as clinics. The
system should allow the account holder to . .
manage teams of providers. A team of 5. The system_SHA_LL retru_eve provider 16
providers may be a group of healthcare contact/business information as part of the
physicians practicing in the same healthcare account holder record.
faci"ty_ For examp|e’ a primary care 6. The system SHOULD provide the abl'lty to 17
provider, an orthopedic specialist, identify providers as part of an existing provider
physiatrist defined care team(s).
and physical therapy may comprise a team 7. The system SHOULD capture information 18
at a facility during a acute hospitalization. A necessary to identify primary and secondary
team of providers could also be designated practice locations or offices of providers to
by the account holder based on a disease support communication and access.
process. For example, in the case of 8. The system MAY provide the ability to capture 1¢
extended care after a motor vehicle accident and output provider's scheduled work hours at
with extreme facial injury, the team may be each location.
comprised of a dentist, an orthodontist, a 9. The system SHOULD provide the ability to 2
maxillo-facial specialist, and orthopedist, a identify providers as part of the PHR account
reconstructive specialist and a chiropractor. holder's team(s).
Tfhesﬁ hft"r‘:thca;e p.rlc.’t"'dberi ﬂ;lay notbbe part 10. The system MAY provide the ability to update 21
o a healthcare tacility, but all may be healthcare provider credentials.
instrumental in the complete care of the
July 2008 Payer-linked Profile: Work-in-process DRAFT Page 83

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
individual, requiring coordination by the 11. The system MAY provide the ability to 2z
account holder. designate the provider as active or previous/past
member of the account holder care team.
S.13 F Manage Health Care Statement: Support the import or retrieval (EN) S.34 1. The system SHALL provide the ability to input 23
Provider Information of data necessary to identify a healthcare or create information on provider location or
provider. contact information on a facility's premises.
Description: This inf . ill assist th 2. The system SHALL provide the ability to add, 2/
escrlptr:olr:j. his Information wi _ZSS'S“ € update, or inactivate information on provider's
acr(io(ijlt olderin contachgg akprzovll her o location or contact information on a facility's
SCI i 3 € aprt)plntm_l?ats an .ZS elat ) premises, so that it is current.
irr?c?ue dquﬁi zli(r)(?i.ot Iiempi::(\j“toer rr? ':iscian 3. The system SHOULD provide the ability to 2f
ur ﬁd hvsical theranist Tﬁl y| th ’ restrict the view of selected elements of the
\Lj s;el?b F: 3;5::;] elaptis n fsrsvic? Cin provider information, subject to the account
(S) 1eza asis for the selection ot provide holder's security and access needs.
S.15 F Manage Healthcare Statement: Support the import or retrieval (EN) 1. The system SHALL provide the ability to input 2¢
Facility Information of data necessary to identify a healthcare or create information on facility location or
facility. contact information on a facility's premises.
Description: This information will assist
the
July 2008 Payer-linked Profile: Work-in-process DRAFT Page 84

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM

account holder in identifying where a 2. The system SHALL provide the ability to add, 3(
facility update, or inactivate information on facility’s
is located and in contacting a facility to location or contact information on a facility's
schedule appointments. These facilities may premises.
be local or remote from the account holder.
The facility types include, but are not
limited to, hospitals, clinics, same day
surgery centers.

S.1.7 F Manage Surveys on the | Statement: Enable the account holder to (EN) 1. The system SHALL provide the ability to 34

Healthcare Experience respond to surveys on his or her healthcare inform the account holder that a survey is
experience. available.
Description: This feature would enable _ __ _
assess and provide feedback on areas such the account holder to the survey.
as the perceived patient-centeredness of
care, satisfaction and performance, and the : =
varspaarey efors o mprove ity o e ||
care. The system may simply direct the from external survey tools y resp
account holder to a separate, external survey y :
tool, or may provide the capacity to manage 4.  The system MAY provide the ability to create a 37
the entire survey process. survey to capture account holder responses
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See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
5. The systems MAY provide the ability to 3¢
manage the survey results.
S.2 H Financial Management Statement: The purpose of this section is to 3¢
provide the system support in managing
financial information related to benefit plan
coverage and service utilization.
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ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
S.2.3a F Manage Standard Statement: Enable authorized account (EN) The system SHALL [provide the ability to 6"
Clinical Reporting holders or designees to request and read pre- generate printer friendly standard reports of
configured, packaged reports of PHR structured clinical data using either internal or
clinical information. external reporting tools.
The system SHOULD provide the ability to 6¢
Description: Account holders may request include information from unstructured clinical
standard, pre-configured, packaged reports. data in the report generation process, using
The purpose is not for PHR interchange but internal or external tools.
rather for account holder’s analysis of The system SHOULD provide the ability to 67
his/her clinical data, and for sharing of the include information from unstructured clinical
PHR information for any purposes the data in the report generation process, using
account holder deems appropriate. internal or external tools.
Examples include reports of conditions, The system (or an external application using 6¢
medications or completed preventive care. data from the system) MAY provide the ability
to save report parameters for generating
subsequent reports
The system (or an external application using 6¢
data from the system) MAY provide the ability
to modify one or more parameters of a saved
report specification when generating a report
using that specification.
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See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
S24 F Manage Ad Hoc Statement: Allow authorized account (EN) The system SHALL provide the ability for the (
Clinical Reporting holders or designees to request and read ad authorized account holder to create ad hoc
hoc reports of PHR clinical information. reports of the PHR.
The system SHOULD provide the ability for 71
Description: Account holders may request the authorized account holder to create
ad hoc, non-standard reports. The purpose is customized reports of summarized information
not for PHR interchange but rather for based on sort and filter controls for date or date
account holder’s analysis of his/her clinical range, problem, or other clinical data element or
data, and for sharing of the PHR categories e.g. medications or providers.
information for any purposes the account The system SHOULD provide the ability to 72
holder deems appropriate. save the ad hoc reports for future retrieval and
use.
The system SHOULD provide the ability to T
maintain summarized information through
customized views reports based on prioritization
of chronology, problem or other pertinent
information of importance to the authorized
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ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W

FM
account holder.
The system SHALL provide the ability to 74
create views reports that mask certain
information from other account holders e.g.
providers, caregivers, payers,
The system MAY provide the ability to produce 7
consolidated reports across family members e.g.
children.
The system SHOULD conform to IN.6.4 7€
(Entity Authorization.)
The system SHALL conform to IN.6.5 71
(Auditable Records)
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S.3 H Administration Statement: The purpose of this section is to 7€
Management provide the system support in managing the
PHR-S and the interaction with other PHR-S
and EHR-S systems. It also serves as a set of
functions to manage documentation related
to the PHR-S as well as legal
documents that affect or may affect the PHR
Account Holder.
7¢
8(
81
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8
S.3.2 F Manage PHR Statement: Outline the sponsor (EN) The system SHOULD require the account 83
Conditions of Use requirements for use of the system. holder to agree to a the Conditions of Use when
the system is initially used by the account
Description: The terms of conditions holder.
outline the sponsor requirements in using The system SHOULD provide periodic 8¢
the application. The terms and conditions reminders to the account holder of the
may include items such as copyright Conditions of Use.
information, trademarks and intellectual The system MAY provide the ability to display 8-
property, third party links, indemnification, changes to conditions of use.
privacy, limitation of liability, term and
termination and other miscellaneous The system SHOULD provide the ability to 8¢
provisions. The account holder should be view and print the conditions of use.
notified of the expectations of the sponsor
and have the ) The system SHOULD provide the ability for 81
opportunity to agree to the requirements and the account holder to report to the PHR-S
any changes to the requirements. sponsor(s) as part of the process to seek redress
. for the sponsor ‘s failure to meet performance
The Condition of Use document also helps expectations as specified in the Conditions of
indemnify the PHR sponsor against certain Use agreements.
misuse of the data. For example, a published
article on diabetes may contain a copyright
notice that forbids the storage of that article
on a computer without first paying for the
article. The Condition of Use document
would inform the PHR Account holder that
the sponsor does not support copyright
infringement.
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S.33 H Manage Legal and other | Statement: Manage legal and other related 8¢
Related documents that allow or restrict the use or
Documents disclosure of the account holder’s
information.
Description: The PHR system should allow
for the entry of documents related to the use
or disclosure of the PHR owner’s
information. These documents may include
scanned images or electronic images sent
via attachment. The system does not judge
the authenticity of the document. The
account holder should ensure they have the
original document or approved copy of a
document or other images. The system
allows for multiple instances of the same
document e.g. multiple authorizations. The
system allows for retiring but tracking of
documents no long used. The system allows
for the removal of documents at the owners
discretion.
S.331 F Manage Consents and Statement: Maintain consents and (EN) S.3.6 The system SHALL provide the ability to 8¢
Authorizations authorization directives/statements for any create Consent and Authorizations that are
entity that may or may not have access to consistent with jurisdictional law.
the account holder’s PHR. The system SHOULD provide the ability to 9(
select the entity to which the Consent or
Description: The PHR owner may have Authorization applies.
Consents and/or Authorization directives The system SHOULD provide the ability to 9]
that allow or prohibit certain entities from define an entity to which the Consent or
access to part or all of the PHR. Directives Authorization applies.
may take different forms including The system SHOULD provide the ability to 9
documents or system flags on consent identify a section or sections to which the
authorization. The consent or authorization Consent or Authorizations applies.
requirements YV0U|0| be maintai_ned in The system SHOULD provide the ability to 93
accordance with scope of practice, identify individual elements of records to which
organizational policy and/or jurisdictional the Consent or Authorization applies.
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law. Based on that, the consent or The system SHOULD provide the ability to 9/
authorization might contain the details of the define the time period within which the Consent
entity that may be authorized to use, or may or Authorization is enforced.
be prohibited from using the PHR. The The system SHOULD provide the ability to L
authorization or consent may detail to the export Consents and Authorizations to other
record, field or class, the data available to be PHRs, EHRs or print. ADD referred to HL7
used or disclosed. The entities that the consent standards.
consent or authorization applies to may or The system SHOULD provide the ability to 9¢
may not be current account holders of the capture Consents and Authorization through
PHR. electronic interfaces such as scanning or faxing.
The system MAY provide the ability to 97
reference external consents and authorizations
(external EHR).
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S.34 F Manage Data Masking Statement: Allow the account holder or (EN) The system SHOULD provide the ability for 11C
for Sensitive or designee to mask data on a selective, record, the account holder or designee to specify
Selective Information field-by-field, or class basis as one aspect of records, data fields, or data class that will not
controlling access to personal health data. display intelligibly unless viewed by specified
The account holder has the ability to role incumbents under specified conditions.
determine what information is available to
an authorized account holder of the PHR The system MAY provide the ability to offer 111
information. different levels of masking related to the data or
to the approach for masking.
Description: The account holder or
designee needs the ability to protect
sensitive information by masking specific
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content without deleting the information. 3. The system SHOULD provide the ability to 112
(Note: glossary should include a definition query systems requesting personal health
of masking specifying it as the ability to information to insure the requesting system has
send data with a display characteristic such the ability to protect masked data
that the original content can only be viewed
under extraordinary conditions by specific
role incumbents). 4. The system SHOULD provide the ability to 11z
reject a request for transfer of data to other
Example: The account holder wants to make systems that do not support the ability to protect
the fact of STD or pregnancy known if and masked data.
only if she arrives at an emergency room
unconscious
S.35 F Manage PHR Output Statement: Enable authorized account (EN) 1. The system SHALL provide the ability to 114
holders or designees to manage and generate generate reports consisting of all or part of an
PHR output individual’s PHR.
2. The system SHOULD provide the ability to 11F
Description: Account holders may request define the records or reports that are considered
PHR output, which may include standard the formal health record for disclosure purposes.
and ad hoc reports in hardcopy or electronic 3. The system SHOULD comply with IN.1.5 11€
formats. This output may be for account Store and Manage Unstructured Health Record
holder’s analysis of his/her health related Information, (The system SHOULD keep a
financial and administrative data, and for record of all updates and changes made)
sharing of the PHR information for any 4. The system SHOULD comply with IN.1.6 117
purposes the account holder deems Store and Manage Structured Health Record
appropriate. Information, (The system SHOULD keep a
record of all updates and changes made)

5. The system SHOULD provide the ability to 11¢
create hardcopy and electronic report summary
information e.g. procedures, medications, lab
results, immunizations, allergies, vital signs.

6. The system SHOULD provide the ability to 11¢
create reports in both chronological and
specified records elements order.
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S.3.7 F Manage Secondary Use | Statement: Support the formal and routine (EN) The system SHOULD provide the ability to 12¢
Requests request for account holder health record record the requestor of the data including date
information for secondary uses. of request and date of request determination.
Description: Provide hardcopy and/or The system MAY provide the ability for the 12¢
electronic output that supports the needs of account holder to password protect account
a variety of secondary uses such as: annual holder defined exported records for additional
immunization requests from schools/camps, privacy.
application p_rocc_assing for dis_ability _ The system SHOULD provide the ability to 13(
requests, validation of compliance with identify specific PHR information to be
treatment regimens. This mechanism should reviewed and acted upon by the authorized
be provided for both chronological and account holder for the purpose of inactivation,
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specified record element output. An destruction or retention.
auditable record of these requests and
associated exports may be maintained by the
system. The system has the capability of
providing a report of accounting of The system SHOULD provide the ability to 131
disclosures of the secondary account holders include account holder identifying information
in accordance with scope of practice, on each page of the reports generated.
organizational policy and/or jurisdictional
law The system SHOULD provide the ability to 137
export PHR records to a variety of account
holders using various platforms without needing
special viewing software.
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S4

Manage Other
Resources

Statement: The purpose of this section is to
provide the system support to both allow the
account holder to participate in a variety of
programs that may be directly related to
areas of interest to the account holder and to
enable appropriate access and support for
secondary uses of PHR information.

151

S4.1

Manage Clinical
Research Information

Statement: The system will support an
Account holder in clinical trials and
providing research information.

Description: In seeking healthcare, the
system should support the account holder
being able to obtain a list (s) of available
clinical trials/research. The holder should be
able to refine trials by geographic area, by
disease, by treatment, by sponsor and
maintain, or provide access to, current
clinical trial/research information. The
system should also support the account
holder’s participation in and support of,
appropriate secondary uses of their PHR
information for clinical research which
could include quality and performance
analysis.

S.22

152

July 2008

101

Payer-linked Profile: Work-in-process DRAFT

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)

Page



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

102

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

103

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

104

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

105

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

106

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

See
ID# Type Name Statement/Description PRIORITY éﬁ%lg Conformance Criteria R;W
FM
July 2008 Payer-linked Profile: Work-in-process DRAFT Page

107

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

July 2008 Payer-linked Profile: Work-in-process DRAFT Page
108
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model PRELIMINARY DRAFT: Payer-linked Profile Function Chapters

Chapter Five: Information Infrastructure Functions

July 2008 Payer-linked Profile: Work-in-process DRAFT Page
109
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)




HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

Data
Management

payer organizations; 3) governments; and 4)
standards development organizations.
Examples of standard taxonomies include
ICD-9, CPT-4 and SNOMED.

Methods to ensure data integrity include data
comparisons (e.g., gender, date of birth)
before information transfer to confirm that
PHR information belongs to an intended
individual.

Designing products supported by human
factors testing can help users to enter PHR
information accurately and with minimal
confusion.

Statement: Manage health record
information according to user role, and as
applicable, organizational policy, or
jurisdictional law.

Description: Managing health information
includes:

--retaining inbound documents in the format
as originally received so they may be
reconstructed as sent to the receiving PHR;
--documenting the method (fax, scanned
document, electronically transferred) in
which data or a document was received into
the PHR;

--storing and retrieving information in a
semantically intelligent and useful manner
(e.g., chronologically);

--defining and applying classifications
(metatags) related to structured and
unstructured data

-ensuring availability of information for the
legally prescribed period of time to system
users; and

July 2008
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(EN)

The PHR-S SHALL provide the ability to store and
retrieve health record data, and clinical documents for
the legally prescribed time as applicable.

The PHR-S SHALL provide the ability to retain
inbound data or documents (related to health records)
in the format originally received (unaltered, inclusive
of the method in which they were received) for the
legally or organizationally prescribed time in
accordance with users’ role, organizational policy, or
jurisdictional law.

The PHR-S SHALL retain the content of inbound data
(related to health records) as originally received for the
legally prescribed time.

The PHR-S SHOULD provide the ability to retrieve
both the information and business context data within
which that information was obtained.

The PHR-S SHOULD provide the ability to retrieve
all the elements included in a minimum data set.
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-Linkage of received data with existing The PHR-S SHOULD conform to function IN.1.7 15
entity records; (Patient Locator and Directory Services) to enable the
-Location of each PHR component; and use of registries and directories.
-Communication of changes between key
systems.
Description: A PHR-S may consist of a set
of components or applications; each
application manages a subset of the PHR - — -
information. Therefore it is important that, The PHR-S SHOULD provide the ability to link 16
through various interoperability entities to external information.
mechanisms, a PHR-S maintains all the
relevant information regarding the PHR in
synchrony.
Example: If an account holder has received
an MR, the system should be able to link
the MRI image, a summary of results, and
information about the referring physician; The PHR-S SHOULD store the location of each 17
the late arriving MRI report should be linked known health record component in order to enable
to the original event in a seamless manner in authorized access to a complete logical health record if
order to provide a complete description of the PHR is distributed among several applications
the MRI event. within the PHR-S.

IN.1.3 F Present Ad Hoc Views | Statement: Present ad hoc views of the PHR | (EN) The PHR-S SHOULD provide the ability for an 18

of the Health Record information, in accordance with user roles, authorized user to create customized views of
organizational policies and jurisdictional summarized information based on sort and filter
laws as related to privacy and controls for date or data range, problem, or other
confidentiality. clinical data element or categories (i.e. medications,
providers, diagnoses etc).

Description: The customized views and/or The PHR-S SHOULD provide the ability to access 19
summarized information will enable an summarized information through customized views
authorized user to find information that is based on prioritization of chronology, problem, or
important and/or meaningful to him or her, other pertinent information of importance to the
easily and in an organized manner. This account holder.
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function must perform such that only The PHR-S SHALL conform to PHR function IN.3.2 20
information that the user has been authorized (Entity Authorization).
to view can be seen in any ad-hoc view.
) . 3: The PHR-S SHALL conform to PHR function 21
!Examplgs: (_)ptlons to I(_)cate specific IN.3.3 (Entity Access Control)
information in the PHR include keyword
searches and sorting menus according to
various categories of data. 4. The PHR-S SHALL conform to PHR function IN.4 22
(Auditable Records)
IN.1.4 Extraction of Health Statement: Provide data extraction (EN) The PHR-S SHALL provide the ability to extract 23
Record capabilities, including data aggregation, in health record information.
Information accordance with data exchange, analysis,
reporting and printing requirements as
authorized by the account holder.
be pre-processed (for example, by being de- exchange capabilities.
identified) before transmission. Data
extractions may be used to exchange data
and provide reports for primary and ancillary - - T -
purposes. A PHR-S enables an authorized The F.’HR = SHOL.JLD pr0\_/|de the ability to de 25
- identify extracted information.
user to access and aggregate the distributed
information, which corresponds to the health
record or records that are needed for
viewing, reporting, disclosure, etc. A PHR-S
should support data extraction operations The PHR-S SHOULD conform to function IN.2.1 26
across the complete data set that constitutes (Interoperability Standards) to enable data extraction
the h_ealth record of an individual _and in standard-based formats.
provide an output that fully chronicles that
individual's healthcare experience. Data
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extractions are used as input to patient care 5. The PHR-S SHOULD provide the ability to perform 27
coordination between facilities, extraction operations across the complete data set that
organizations and settings. In addition, data constitutes the health record of an individual within the
extractions can be used for administrative, PHR-S.
financial, research, quality analysis, and
public health purposes. However, _ _
information should be extracted and used 6. The PHR-S SHOULD provide the ability to perform 28
only in conformance with the privileges the extraction operations across a partial data set.
account holder has granted; these may be
defined by user status, acceptance of product
terms and conditions, contractual
J!E:?;(;?g?g:aﬂ;%ngg:;ogjtlrggg;g:]ez’Eiﬁnge/(:; 7. The PHR-S SHOULD provide the ability to perform 29
; . extraction operations whose output fully chronicles the
a variety of devices to promote healthcare process
transportability, such as a USB thumb drive, ’
smart card or cellular phone. Data extraction
can allow for the account holder to print a
copy of compiled records; the PHR-S should 8. The PHR-S SHOULD provide the ability to extract 30
enable printing on paper which is easily data for administrative purposes as authorized by the
obtained within the account holder’s home account holder.
country (e.g., North American "letter" sized
paper). "Printing" can also mean formatting
the aggregated record in a universally-
available format (such as a PDF) which can 9. The PHR-S SHOULD provide the ability to extract 31
be electronically stored in a format data for financial purposes as authorized by the
compatible with the paper type locally used, account holder.
and subsequently printed on paper at a later
date. Note that the PHR-S has no obligation
to provide supplies (paper, ink, etc.) for such _ _
printing. 10. The PHR-S SHOULD provide the gblllty to extract 32
data for research purposes as authorized by the account
Examples: The printed PHR may be used holder.
during an appointment with a provider who
has not yet been authorized to access the
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electronic PHR or who does not have 11. The PHR-S SHOULD provide the ability to extract 33
electronic capabilities. An account holder data for quality analysis purposes as authorized by the
may print out a copy of key aggregated PHR account holder.
information anticipation of a natural disaster
which might prevent electronic access. A
proxy user who has been authorized to see a _ _
limited view of a PHR record may print out 12. The PHR-S SHOULD provide the ability to extract 34
a version of the record that reflects their data for public health purposes as authorized by the
authorized view of the PHR data. account holder.

13. The PHR-S SHALL provide the ability for the account 35
holder or designee to print PHR information in a
format compatible with a common/standard piece of
paper.
IN.1.5 F Store and Manage Statement: Store and manage select health (EN) 1. The PHR-S SHALL capture unstructured health record 36
Unstructured Health record information as unstructured data. information
Record Information
Description: Unstructured health record _
information is information that is not divided 2. The PHR-S SHALL retrieve unstructured health record 37
into discrete fields AND not represented as information
numeric, enumerated or codified data.
ARG heal_thcare data_mcludes LT 3.  The PHR-S SHALL provide the ability to append 38
retrieval, deletl_on, correction, qmendment, unstructured health record information to existing PHR
and augmentation. Augmentation refers to iR
providing additional information regarding
the healthcare data, which is not part of the 4. The PHR-S SHALL conform to function IN.1.1 (Data 39
data itself, e.g. linking patient consents or Management).
authorizations to the healthcare data of the
patient.
The PHR-S SHOULD provide the ability to report 40
Examples: Unstructured health record Unstructured health reCOt‘d information.
information includes text, images, and
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multimedia. Specific examples may include, The PHR-S SHALL provide the ability to append 41
a text message to physician, patient photo, health record information to the original unstructured
scanned image of an insurance card, etc. health record information. A specific type of
implementation is not implied.
IN.1.6 F Store and Manage Statement: Store and manage select health The PHR-S SHALL capture structured health record 42
- . (EN) . .
Structured Health record information as structured data. information
Record Information - The PHR-S SHALL retrieve structured health record 43
Description: $tructure_d health_rec_or_d information
W B TSR The PHR-S SHALL provide the ability to append 44
65 il 1) 0 an_d | structured health record information to existing PHR
represented as numeric, enumerated or information.
codriiédidatd. Managing|higaltcareldata The PHR-S SHALL conform to function IN.L.1 (Data 45
includes capture retrieval, deletion, VErEGETE
correction, amendment, and augmentation. 9 ) - —
Augmentation refers to providing additional The PHR-S SHOULD p_rowde th_e ability to report 46
information regarding the healthcare data, structured health record information.
which is not part of the data itself, e.g. The PHR-S MAY track structured health record 47
linking patient consents or authorizations to information over time.
the healthcare data of the patient. The PHR-S SHOULD provide the ability to retrieve 48
each item of structured health record information
Examples: Structured health information discretely.
include, a patient address, diastolic blood The PHR-S SHALL provide the ability to append 49
pressure, coded diagnosis, and a patient risk health record information to the original structured
assessment questionnaire with multiple- health record information. A specific type of
choice answers implementation is not implied.
IN.1.7 F Patient Record Locator | Statement: With the consent of the account | (EN) The PHR-S SHALL provide the ability to use patient 50
and Directory Services | holder, or as affirmatively required by law, record locator services and directories.
enable the use of patient record locator
services and directories to uniquely identify, The PHR-S SHALL provide the ability to securely use 51
locate and supply links for retrieval of patient record locator services and directories.
information related to:
- pf‘“;sr::_ and providers for healthcare The PHR-S SHALL conform to function IN.2.1 52
PUrpOSes, (Interoperability Standards) to provide standard data
- payers, health plans, sponsors, and ) - A . .
employers for administrative and financial interoperability capabilities for using patient record
locator services and directories.
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purposes; 4. The PHR-S SHOULD communicate with local patient 53
- public health agencies for healthcare record locator and directory services through
purposes, and standardized interfaces.
- related systems and devices for resource 5. The PHR-S SHOULD communicate with non-local 54
management purposes. patient record locator and directory services (that is, to
services that are external to PHR-S) through
Description: Patient locator and directory standardized interfaces.
service functions are critical to successfully 6. The PHR-S SHOULD provide the ability to use patient 55
managing the security, interoperability, and record locator services or directories with the consent of
the consistency of the health record data the account holder or as affirmatively required by law to
across a PHR-S. These services enable the uniquely identify patients.
linking of relevant information across 7. The PHR-S SHOULD provide the ability to use 56
multiple information sources within, or directories to uniquely identify providers.
external to, a PHR-S for use within an
?c?(:p;':g?tslgr\}iggesﬁg:)fft acg?nﬁgﬁpéaﬁggrd 8. The PHR-S MAY provide the ability to use patient 57
b record locator services or directories to retrieve links to
etween PHR Systems, and other - . . .
. relevant healthcare information regarding a patient.
complementary systems and devices, and _ ~ _
may be organized hierarchically or in a 9. The PHR-S MAY _prowde th_e ab|I|Fy to use patlept 58
federated fashion. record locator services and directories to supply links to
relevant healthcare information regarding a patient.
Example: A local directory usage is a PHR- 10. The PHR-S MAY provide the ability to use directories 59
S application broadcasting a patient's new to identify payers, health plans, and sponsors for
phone number to providers and systems administrative and financial purposes.
maintaining demographic information about 11. The PHR-S MAY provide the ability to use directories 60
that patient. Alternately, a service may to identify employers for administrative and financial
automatically route new immunization purposes.
information to a school administrator. In the 12. The PHR-S MAY provide the ability to use directories 61
future, a patient may be able to subscribe to to identify public health agencies for healthcare
a service which can uniquely identify the purposes.
?;é:firt];tticr)]g\;/?cgleonutist;er::/e:ﬁgg?;r%i?:tz Zﬁ:%r;]sé 13. Th_e PH_R-S MAY provide the ability to use di_rectories 62
healthcare providers and systems to identify healthcare related systems and devices for
: resource management purposes.
IN.1.8 F Standard Terminologies | Statement: Employ standard terminologies | (EN) 1. The PHR-S SHALL provide the ability to use standard 63
and Terminology to ensure data correctness and to enable terminologies and terminology models to communicate
Models semantic interoperability (both within an with other PHR-Ss (internal or external to the PHR-S).
July 2008 Payer-linked Profile: Work-in-process DRAFT Page
117

Copyright © 2008 HL7, All Rights Reserved

Release 1, Draft Standard for Trial Use (MAY Re-Ballot)



HL7 PHR System Functional Model

PRELIMINARY DRAFT: Payer-linked Profile

Function Chapters

(<5
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enterprise and externally). 2. The PHR-S SHALL provide the ability to validate that 64
Support a formal standard terminology clinical terms and coded clinical data exists in a current
model. standard terminology.
3. The PHR-S SHOULD provide the ability to exchange 65
Description: Semantic interoperability healthcare data using formal standard information
requires standard terminologies combined models and standard terminologies.
with a formal information model. A 4.  The PHR-S SHOULD provide the ability to use a 66
terminology provides semantic and formal standard terminology model.
computable identity to its concepts. _ _
Terminologies are use-case dependent and 5. The PHR-S SHOULD provide the ability to use 67
may ex-be realm dependent. Formal standard hierarchical inference searches e.g., subsumption across
terminology models enable common coded terminology concepts that were expressed using
semantic representations by describing standard terminology models.
relationships that exist between Concepts 6. The PHR-S SHOULD prOVide the ablllty to use a 68
within a terminology or in different terminology service (internal or external to the PHR-S).
%?g?::rllfnli%%llej.se of standard terminologies is 7.  IF there is no standard terminology model available, 69
greatly enhanced with the ability to perform ;[:t'rEiI:Jn)Z;:'quiIMAY BT e o
Eéiggg?slcal S SETENES SEess Gl 8. The PHR-S SHALL prO\_/ide ameans of allowing the 70
Relationéhips between concepts in a Account Holder to enter information |nt0_ sFructured
terminology are used in the search to data _format_s using standard controlled cllnlcal_
recognize child concepts of a common terminologies without the Account Holder hqv_lng_to
parent. Clinical and other terminologies may havg any knowledge of the standards or specifications
: . . used.
?;g:;g?i;?gf:qu ;eprmg_oslogy SEIVICe 9. The PHR-S SHALL use text forms that do not include 71
’ cryptic or uncommon abbreviations.
Examples: An example of a terminology 10. The PHR-S SHOULD provide the ability to translate 72
service is described in the HL7 Common standard terminology into a vocabulary which is
Terminology Services specification. An appropriate for the account holder.8
example of an information model is the HL7
Reference Information model. LOINC,
SNOMED, ICD-9, ICD-10, and CPT-4 are
examples of formal standard terminology
models. Some models may be more
applicable in certain contexts (physician
review of diagnoses vs. consumer view of
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o . . H
ID# = Name Statement/Description Priority g&eRﬂsoFllcl Conformance Criteria sz

diagnoses). In using hierarchical
information, a parent concept such as,
"penicillin containing preparations” can have
numerous child concepts, each of which
represents a preparation containing a specific
form of penicillin.

IN.1.9 F Maintenance and Statement: Enable version control EN) The PHR-S SHALL provide the ability to use different 73

Versioning of Standard | according to customized policies to ensure versions of terminology standards.
Terminologies maintenance of utilized standards.
This includes the ability to accommodate The PHR-S SHALL provide the ability to update 74
changes to terminology sets as the source terminology standards.
terminology undergoes its natural update
process (new codes, retired codes, redirected The PHR-S MAY relate modified concepts in the 75
codes). Such changes need to be cascaded to different versions of a terminology standard to allow
clinical content embedded in templates, preservation of interpretations over time.
custom formularies, etc., as determined by The PHR-S SHOULD provide the ability to 76
local policy. interoperate with PHR-Ss that use known different
- ; versions of a terminology standard.

DesltC_rllptlo?: Version con]}rt?]l allows for The PHR-S SHOULD provide the ability to retire and 77
mu |p € Sets or versions 0 e Same re |ace termino'o ieS.
terminology to exist and be distinctly P :
recognized over time. The PHR-S MAY provide the ability to retire and 78
g::{gé?g;ﬂg/yusptgggzrgz grsoﬁiﬁlrlgnt use of replace individual codes within a terminology.
different versions may be required. Since The PHR-S SHALL provide the ability to cascade 79
the meaning of a concept can change over terminology changes where coded terminology content
time, it is important that retrospective review is embedded in clinical models (for example, templates
maintains the ability to relate changing and custom formularies) when the cascaded
conceptual meanings. If the terminology terminology changes can be accomplished
encoding for a concept changes over time, it unambiguously.
is also important that retrospective analysis Changes in terminology SHALL be applied to all new 80
223;&?8;22 z&rl]r;ucr%nt’ﬁ:ea;:rrfaﬂ:afrii;egi he clinical content (via templates, custom formularies,
concept. This does not necessarily imply etc.).
that complete older versions of the
terminology be kept in the PHR-S, only
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ID#

Type

Name

Statement/Description

Priority

See Also in
PHR-S FM

Conformance Criteria

Row

access to the changes needs to be maintained
It should be possible to retire deprecated
versions when applicable business cycles are
completed while maintaining obsolescent
code sets.

IN.1.10

Terminology

Mapping

Statement: Map or translate one
terminology to another as needed by local,
regional, national, or international
interoperability requirements

Description: The ability to map or translate
one terminology to another is fundamental to
an organization in an environment where
several terminologies are in play with
overlapping concepts.

It is a common occurrence that data is
captured using one terminology, but is
shared using another terminology. Realm
specific (including local, regional, national
or international) interoperability
requirements can also determine the need for
terminology mapping, and in many cases
terminology mapping services can be used to
satisfy these requirements.

Example: There may be a need to map
overlapping terminology concepts (e.g.
between a PHR-S and an external laboratory
system, or between a PHR-S and a billing
system).

(EN)

The PHR-S SHALL provide the ability to use a
terminology map.

81

The PHR-S SHOULD provide the ability to use
standard terminology services for the purposes of
mapping terminologies.

82

The PHR-S MAY provide the ability for an
administrative user to validate a mapping.

83

The PHR-S MAY provide the ability to create a
terminology map.

84

IN.1.11

Administrative
Management of

Statement: Provide the ability to capture,
maintain, and version business rules. Apply
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Business Rules business rules from necessary points within a 2. The PHR-S SHOULD provide the ability to create 86
PHR-S to control system behavior. A PHR- import, or access decision support rules to guide PHR-S
S audits changes made to business rules, as behavior.
well as compliance to and overrides of 3. The PHR-S SHOULD provide the ability to update 87
applied business rules. decision support rules.
Description: PHR-S business rule 4, The PHR-S SHOULD providf-) the ablllty to customize 88
implementation functions include: decision decision support rules and their components.
support, workflow control, and access roles, - — —
agp\)/Sell a\stystemV\;\nd ceEal e 5.  The PHR-S SHOULD provide the ability to inactivate, 89
defaults and preferences. A PHR-S supports obsolete, or destroy decision support rules.
the ability of its creators to customize 6. The PHR-S SHOULD conform to function IN.4 90
?ﬁ;;?s” fﬂlizogrcﬁrgr‘oﬁ?t’;erggs zg(\:/\r/]eflilsas the (Auditable Records) to audit all changes to decision
A 0 . support rules.
:\;l)%r(:di:‘ri](?rggﬁ:sgtri::g Zg\élg?etf?arrgﬁgtesre?rm 7. The PHR-S SHOULD provide the ability to remove 91
: . | access to support rules.
PHR-S may come with pre-defined business PP
rules. However, these rules should be open 8. The PHR-S SHOULD conform to function IN.4 92
to modification by the PHR account holder (Auditable Records) to audit all changes to diagnostic
to meet specific needs. support rules.
. : 9. The PHR-S SHOULD provide the ability to create 93
E)I(arr)pllles‘:jExamples of applied business workflow control rules to guide PHR-S behavior.
rules include:
- Flagging a combination of health behaviors 10. The PHR-S SHOULD provide the ability to update 94
as high-risk and providing appropriate workflow control rules.
guidance to the account holder; _ _ _
- Sending an update to an immunization 11. The PHR-S MAY provide the z_iblllty to customize 95
registry when a vaccination is administered; workflow control rules and their components.
;)ﬁ‘;gr;:}?g?;‘gﬁ?f:;;g!ggrtrloeg?cngggtr:;'_ve 12. The PHR-S SHOULD provide the ability to remove 96
- Alerting an account holder when PHR access to workflow control rules.
information is accessed (or accessis 13. The PHR-S SHOULD conform to function IN.4 97
?;t_em{)tetd): i‘rr]‘ ?CCOtL.JfI’.lt r1tqlde_r ma?/ modify (Auditable Records) to audit all changes to workflow
when access is by SR 100 |r.10Iuded T 14. The PHR-S SHOULD provide the ability to create 98
the account holder’s provider list; access privilege rules and roles to guide PHR-S
- Alerting a proxy user when care may need behavior.
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to be provided to a dependent; 15. The PHR-S SHALL provide the ability to update 99
- Limiting access to mental health access privilege rules.
information to only those permitted by the
change who has access to this information at access privilege rules and their components.
any time. : = —
- Preventing access to information to proxy L. Tge TTR_S Z/IAt\Y ol th? "’Ttl)'l'ty t(l) VIEGIELS, o
users as directed by the PHR account holder; ODSOIELE, Or destroy access privilege rules.
- Establishing system level defaults such as 18. The PHR-S MAY conform to function IN.4 (Auditable 10z
fordvocabulary data sets to be implemented.; Records) to audit all changes to access privilege rules.
an
- Establishing user level preferences such as 19. The PHR-S SHOULD conform to function IN.4 105
allowing the use of health information for (Auditable Records) to audit all changes to other
research purposes. business rules.
20. The PHR-S SHOULD support the ability to selectively 10/
export business rules.
21. The PHR-S SHOULD support the ability to selectively 10¢
import business rules.
IN.1.12 F Workflow Statement: Support workflow management 1. The PHR-S SHALL employ measures to terminate idle 10¢
Management functions related to business rules to direct (&) sessions after a system specified, but configurable
g Y! p ' g
the flow of end user tasks. period of session inactivity
2. The PHR-S SHOULD use workflow-related business 107
Description: Workflow management rules to direct the flow of work assignments.
functions that an PHR-S supports include:
-Distribution of information to and from 3. The PHR-S SHOULD provide the ability to create 10¢
internal and external parties; workflow (task list) queues.
-Support for task- management as well as
parallel and serial task distribution; and 4. The PHR-S SHOULD provide the ability to manage 10¢
-Support for notification based on system workflow (task list) queues.
triggers.
Workflow definitions and management may 5. The PHR-S MAY use PHR-S interfaces that support the 11(
be implemented by a designated application management of workflow (task lists) queues.
or distributed across a PHR-S.
6. The PHR-S MAY provide the ability to distribute 111
Examples: A workflow may send an alert to information to and from internal and external parties.
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8. The PHR-S SHOULD provide the ability to 147
implement a Chain of Trust agreement.
9. The PHR-S MAY provide the ability to manage 14¢
authentication credentials to enable access and data
exchange with systems external to the PHR-S with
appropriate consent measures.
IN.3.2 Entity Statement: Manage the sets of access- EN) 1. The PHR-S SHALL allow the Account Holder to 14¢
Authorization control permissions granted to entities that assign different levels of access for Authorized Users.
use a PHR-S (PHR-S Users). Enable PHR-S
account holders to extend partial or full
access to PHR information to other
individuals who can act on behalf of the
account holder (proxy users), clinicians,
systems, and others. Enable PHR-S account
E?}?;;S é%%egyaii%ejsttﬁ;?e?s'PJ%LT;%EE 2. The PHR-S SHALL allow the Account Holder to 15(
what inf rm-ti n. and information from designate Proxy Users to access and conduct PHR
wh?ch e;err?alosc;ue:ces moay l?e gccep?te dinto functions on behalf of the account holder following
an account holder’s PHR. appropriate consent measures.
Description: PHR-S users, other than the
account holder, may be authorized to use the
components of a PHR-S according to their
identity, role and/or the patient’s present 3. The PHR-S SHALL provide a means for emergency 151
condition; however, access may be typically access to clinical information which does not require
extended on an explicit, individual basis action on the part of the account holder to grant access.
(e.g., allowing a particular clinician access to This access should always be in accordance with
all PHR information except for chemical prearranged directions of the account holder.
dependency treatment notes).
Examples: User based authorization refers
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to the permissions granted or denied based The PHR-S SHALL allow the Account Holder to 152
on the identity of an individual. An example designate Authorized Users to access and conduct PHR
of User based authorization is a patient functions.
defined denial of access to all or part of a
record to a particular party for privacy
related reasons.
A context-based example is a patient-granted
authorization to a specific third party for a
'A”:(')ttidefg;':n‘i;‘I’e‘%ez"risgﬁfg:gnmﬁ;f‘;Ords' The PHR-S SHALL conform to function IN.4 15:
A . : (Auditable Records) for the purpose of recording all
limited period to view those, and only those, L -
i - authorization actions.
PHR records connected to a specific topic of
investigation.
Examples of authorized users include school
nurse, judicial system officers, insurance
carriers, care providers, health program
administrators/coaches, and secondary PHR
users (e.g., public health, research The PHR-S MAY permit access to previously 15¢
organizations, and clinical trials). unauthorized individuals in emergency situations and
when legally-mandated as dictated by jurisdictional
laws.
IN.3.3 Entity Access Control Statement: Verify and enforce access (EN) The PHR-S SHALL protect the security and privacy of 15¢
control to all PHR-S components, PHR PHR information.
information and functions for end-users,
applications, sites, etc., to prevent
unauthorized use of a resource. The PHR-S SHALL conform to function IN.3.1 (Entity 15¢€
Authentication).
Description: Entity Access Control is a
fundamental function of a PHR-S. To ensure
that access is controlled, a PHR-S must The PHR-S SHALL conform to function IN.3.2 (Entity | 15
perform authentication and authorization of Authorization)
users or applications for any operation that ’
requires it and enforce the system and
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information access rules that have been The PHR-S SHALL provide the ability to define PHR- 15¢
defined. S and data access rules.
The PHR-S SHALL enforce PHR-S and data access 15¢
rules for all PHR-S resources (at component,
application, or user level, either local or remote).
The PHR-S SHALL provide the capability to prevent 16(
unauthorized use of the PHR-S, data, services or
functions.
IN.3.4 Non-Repudiation Statement: Limit a PHR-S user’s ability (EN) The PHR-S SHALL time stamp initial entry, 161
to deny (repudiate) the origination, receipt, modification, or exchange of data, and identify the
or authorization of a data exchange by that actor/principal taking the action as required by;
user. organizational policy, or jurisdictional law.
Description: A PHR-S'aIIcaws data entry The PHR-S SHALL provide additional non-repudiation 16
and data access to a patient's personal health functionality where required by organizational policy,
record. Non-repudiation guarantees that the or jurisdictional law.
source of the data record can not later deny
that it is the source. Specifically, this means
MRES s SEL LR 01 GEER0VER Off 2 125 The PHR-S SHALL conform to function IN.4 16:
cannot later deny having sent or received the (Auditable Records) to prevent repudiation of data
message. origination, receipt, or access.
Examples: Non-repudiation may be
a_chleved thro_ugh ik L 015 1)_a i The PHR-S MAY conform to function IN.3.7 16/
SIS, whlch_ser_w_es as a unique (Information Attestation) to ensure the integrity of data
|de_nt|f|er_ ue i L lefielet G de L1 a. exchange and thus prevent repudiation of data
written signature on a paper document); 2) origination or receipt
confirmation service, which utilizes a '
message transfer agent to create a digital
receipt (providing confirmation that a
message was sent and/or received); and
timestamp, which proves that a document
existed at a certain date and time--date and
time stamping implies the ability to indicate
the time zone where it was recorded (time
zones are described in 1ISO 8601 Standard
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Time Reference).

IN.3.5

Secure Data Exchange

Statement: PHR data needs to be exchanged
securely. This requires measures to insure
the confidentiality and integrity of the data.

Description: Exchange of PHR information
requires appropriate security and privacy
considerations including data obfuscation
and both destination and source
authentication when necessary. For
example, it might be necessary to encrypt
data sent to remote destinations.

This function requires that there is an overall
coordination regarding what information is
exchanged and how the exchange will occur,
between PHR-S and entities with which it
engages in electronic data interoperability.
The policies applied at different locations
must be consistent or compatible with each
other in order to ensure that the information
is protected when it crosses entity
boundaries within the PHR-S or external to
the PHR-S.

Route electronically-exchanged PHR data
only to/from known, registered, and
authenticated destinations/sources
(according to applicable healthcare-specific
rules and relevant standards).

Examples: Browser based interface uses
SSL to view PHR; EHR-S to PHR-S uses
x.509 certificate to identify EHR-S system to
regional Identity Provider, and after
authentication the regional Identity Provider
provides a SAML assertion defining the
attributes of the EHR-S needed by the PHR-
S to allow proper access and controls.

For example, a common encryption

(EN)

1. The PHR-S SHALL employ methods to assure integrity
and privacy between the source and intended
destination, as well as provide means of assurance of
receipt.

165

2. The PHR-S SHALL transmit any information about the
account holder in accordance with the directions of the
account holder.

166

3. The PHR-S SHALL encrypt and decrypt PHR
information that is exchanged over a non-secure link.

167

4. The PHR-S SHALL follow the account holder's
directions regarding subsequent release of PHR
information.

16¢

5. The PHR-S SHALL conform to function IN.3.6
(Secure Data Routing).

16¢
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algorithm for point-to-point transmission is
256 bit AES.

An example encryption algorithm is 1024
RSA which is also used to effect digital
signatures. Both of these are routinely used
in generation of x.509 certificates.

One example technology for securing the
content of a message sent as a SOAP
message would be Web Services Security
(WSS) which permits encryption of specific
elements, digital signatures as well as the
permission information.

6. The PHR-S MAY provide the ability to obfuscate data.

17(

7. The PHR-S SHALL support standards-based
encryption mechanisms when encryption is used for
secure data exchange.

171

IN.3.6

Secure Data Routing

Statement: Route electronically exchanged
PHR data only to/from known, registered,
and authenticated destinations/sources
(according to applicable healthcare-specific
rules and relevant standards).

Description: A PHR-S needs to ensure that
it is exchanging PHR information with the
entities (applications, institutions,
directories) it expects. This function depends
on entity authorization and authentication to
be available in the system. For example, a
system user may elect to send immunization
records to a school admissions office. To
accomplish this, the system must use a
secure routing method, which ensures that
both the sender and receiving sides are
authorized to engage in the information
exchange. Known sources and destinations
can be established in a static setup or they
can be dynamically determined. Examples
of a static setup are recordings of IP
addresses or recordings of DNS names. For
dynamic determination of known sources

(EN)

1. The PHR-S SHALL automatically route electronically
exchanged PHR data only from and to authenticated
sources and destinations and over secure networks.

172

2. The PHR-S MAY route electronically exchanged PHR
data to and from unauthenticated sources and
destinations at the individual account holder's direction

173
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18(
181
IN.3.8 Patient Privacy and Statement: Enable the enforcement of the (EN) The PHR-S SHALL provide the ability to fully comply 182
Confidentiality applicable jurisdictional and organizational with the requirements for patient privacy and
patient privacy rules as they apply to various confidentiality in accordance with organizational policy
parts of a PHR-S through the and jurisdictional law.
implementation of security mechanisms. The PHR-S SHALL provide the ability to maintain 18
varying levels of confidentiality as specified by the
Description: Patients’ privacy and the account holder and as required by jurisdictional law.
confidentiality of PHRs are violated if access
to PHRs occurs without authorization The PHR-S SHALL provide the ability to manage 18/
anywhere PHR information exists (locally or Account Holder consent to, or restrictions against, any
over a distributed network). Violations or use of data.
potential violations can impose tangible
patients, as well as less tangible feelings of Authentication).
vulnerability and pain. Fear of potential
violations discourages patients from : :
revealing sensitive?)ers%nal information that The PHR'S. SRl o e 2 (e =
may be relevant to diagnostic and treatment Authorization).
services. Rules for the protection of privacy
<l e Gy 07 VAl Gefanis TG The PHR-S SHALL conform to function IN.3.3 (Entity | 18;
upon the vulnerability of patients and the A
P ) ccess Control).
sensitivity of records. Strongest protections
should apply to the records of minors and the
records of patients with stigmatized The PHR-S SHOULD conform to function IN.3.4 18¢
cond_lt_lons. Authorlzatlo_n to access_th_e_ mo_st (Non-Repudiation).
sensitive parts of a PHR is most definitive if
made by the explicit and specific consent of
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the patient. Please see the definition of 8. The PHR-S SHALL conform to function IN.3.5 18¢
masking in the glossary. (Secure Data Exchange).
However, it must be noted that in many
areas of the world, the legal status of a PHR
record is undetermined. In addition, while 9. The PHR-S SHALL conform to function IN.4 19(
these conformance criteria express a high (Auditable Records).
normative standard for respecting patient
privacy, PHR information is subject to legal
discovery under certain circumstances. 10— 191
10. The PHR-S SHOULD provide the ability to mask 192
parts of the personal health record (e.g. medications,
conditions, sensitive documents, ad-hoc views) from
disclosure according to account holder direction, user
role, organizational policy or jurisdictional law.
11. The PHR-S SHOULD provide the ability to override a 19:
mask in emergency or other specific situations as
specified by the account holder and as required by
jurisdictional law.
12. The PHR-S SHALL have a fully transparent privacy 19/
policy.
13. The PHR-S SHALL provide the capability to capture 19¢
Account Holder consent to a fully transparent privacy
policy.
14— 19¢
14. The PHR-S SHALL provide a means to capture 197
authorized users' opt-in agreement to the terms and
conditions of the PHR service.
IN.3.9 Service Availability Statement: Availability refers to the days EN) 1. The PHR-S SHALL provide the ability for a user to 19¢
and hours a service is potentially ready for obtain service level agreement information.
use.
Description: The availability (days and
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201
IN.4 Auditable Records Statement: Provide audit capabilities for EN) The PHR-S SHALL log access and usage of system, 202
system access and usage indicating who data, and organizational resources to minimally include
accessed the record, when, what actions who performed the action, what the action was, and
were taken, and when the actions occurred. when it was performed.
Examples of auditable actions include: The PHR-S SHALL conform to function IN.3.1 (Entity 205
created, modified, viewed, extracted or Authentication).
deleted a record. Date and Time stamps : :
require corresponding time zones (see 1SO ;I'he PHRIS SHAL.L ta_udltlacclgss 19 P.HR.'(?. atgcorc:llng A
8601 Standard Time Reference) and o user role, organizational policy, or jurisdictional law.
consistent time synchronization across The PHR-S SHALL audit object or data creation 20"
complementary information systems (see according to user role, organizational policy, or
IETS RFC 1305). Auditable records extend jurisdictional law.
to information exchange, to audit of consent The PHR-S SHALL audit object or data modification 20¢
status management and to entity according to user role, organizational policy, or
authentication attempts. Audit functionality jurisdictional law.
includes the ability to generate audit reports The PHR-S SHAL L audit data extraction according to 207
and to interactively view change history for user role, organizational policy, or jurisdictional law.
T P SSHALL i s e s 0| 0
3881 (Security Audit & Access user role, organizational policy, or jurisdictional law.
Accountability Message XML Data The PHR-S SHALL audit data view according to user 20¢
Definitions for Healthcare Applications). role, organizational policy, or jurisdictional law.
Description: Audit functionality extends to vl PHR'S Sl dL el opjecy or data fjeletion =
security audits, data audits, audits of data _acgorc_iln_g to user role, organizational policy, or
jurisdictional law.
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exchange, and the ability to generate audit
reports. Audit capability settings should be
configurable to meet the needs of local
policies. PHR-S audit operations and
policies should have two points of view.
First, audit capabilities need to be present to
fulfill professional audit responsibilities
related to data security and forensics. Models
in which the PHR-S is sponsored and housed
by HIPAA entities are especially in need of
this type of audit capability. However, audit
capabilities are also needed for consumers.
For example, a relevant consumer-facing
audit report may list who has accessed PHR
information, and when.

Examples:

- Security audit, which logs access attempts
and resource usage including account holder
login, file access, other various activities,
and whether any actual or attempted security
violations occurred;

- Data audit, which logs who, when, and by
which system a PHR record was created,
modified, viewed, extracted, or (if local
policy permits) deleted

- Data exchange audit, which logs data
exchanges between a PHR-S and other
complementary electronic information
systems (for example, sending application;
the nature, history, and content of the
information exchanged; outbound/received
messages); and information about data
transformations (for example, vocabulary
translations and transmission and reception
event details)

- Audit-data may refer to: system setup data
or clinical and patient management data;
changes to the system clock

10.

The PHR-S MAY provide audit capabilities indicating
the data value before a change.

211

11.

The PHR-S SHALL conform to function IN.3.3 (Entity
Access Control) to limit access to audit record
information to appropriate entities in accordance with
user role, organizational policy, or jurisdictional law.

212

12.

The PHR-S SHALL provide the ability to generate an
audit report in accordance with user role, organizational
policy, or jurisdictional law.

21z

13.

The PHR-S SHOULD provide the ability to view audit
information related to a particular record or data set in
accordance with user role, organizational policy, or
jurisdictional law.

21/

14.

The PHR-S SHOULD log PHR-S maintenance events
for loading new versions of, or changes to, the PHR-S.

21¢

15.

The PHR-S SHOULD log PHR-S maintenance events
for loading new versions of codes and knowledge bases.

21¢

16.

The PHR-S SHOULD log changes to the PHR-S
system date and time where the PHR-S allows this to be
done.

217

17.

The PHR-S SHOULD log system maintenance events
for creating and restoring of backup.

21¢

18.

The PHR-S SHOULD log system maintenance events
for archiving any data.

21¢

19.

The PHR-S SHOULD log system maintenance events
for restoration of an archived PHR.

22

20.

The PHR-S SHOULD log beginning and ending of a
system maintenance session.

221

21.

The PHR-S SHOULD log remote access connections
including those for system support and maintenance
activities.

22:

22.

The PHR-S SHOULD utilize standardized time
keeping (for example using the IHE consistent time
profile for coordinating time across computer
networks).

22

23.

The PHR-S SHOULD provide the ability to record and
report upon audit information using a standards-based

22/
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audit record format (for example RFC 3881).

July 2008 Payer-linked Profile: Work-in-process DRAFT Page
145
Copyright © 2008 HL7, All Rights Reserved Release 1, Draft Standard for Trial Use (MAY Re-Ballot)




	 
	Preface
	i. Notes to Readers
	ii. Acknowledgements

	 
	Payer-linked Profile: Introduction 
	1  Background (Reference) 
	2  Methods, Description and Project Plan (Reference)
	3  Organization of this Document (Reference)
	4  Functional Priorities (Normative)
	5  Conformance Clause (Normative)
	5.1  Conformance Criteria
	5.2  Conformance of PHR Systems 
	5.3  Conformance of Derived Profiles
	5.4  Normative Language


	References
	Chapter Three:  Personal Health Functions
	 Chapter Four:  Supportive Functions
	 

	Chapter Five:  Information Infrastructure Functions

