HL7 RM-ES Workgroup Comments on IFR for Standards & Certification:

45 CFR Part 170 Subpart B—Standards and Implementation Specifications for Health Information Technology § 170.200—170.210.

	Comment
	Discussion
	Recommendation

	The proposed standards for EHR certification do not address standards for basic EHR functionality, but are targeted to specific functionality in certain areas such as content exchange, vocabulary, and transport for HIE.  Although new standards are identified for privacy and security, they are focused on user identity and transmission security in the context of health information exchange activities, and not the integrity of the source system.  


	There was an EHR certification body (CCHIT) promulgating standards prior to the HITECH Act.  Detailed certification criteria ere developed for both inpatient and ambulatory EHRs.  HHS made a conscious determination to not adopt previously recognized certification criteria developed in 2006 in their interim final rule.  We believe that the new HHS standards leave a large gap between the previous standards, and the limited areas where standards are now proposed.  

Two of the stated goals of EHR adoption are:  “Improving quality, safety, efficiency, and reducing health disparities….Ensure adequate privacy and security protections for personal health information”.   The proposed regulations define standards for data integrity for data exchange activities, but not for underlying source system which produces the data that will be exchanged.  

We are concerned that the proposed standards will not adequately support the stated goals of health care improvement and adequate privacy and security because of missing foundational requirements for EHR systems and modules.  Meaningful use will not be effectively achieved if the underlying data is not accurate, complete, and of unassailable integrity.  The government has not identified any standards for underlying EHR systems or modules that support system and data integrity, authentication standards, and non-repudiation. 


	Identification of standard(s) for underlying EHR functionality, such as those previously defined by CCHIT or those found in the HL7 EHR-S FM2.  The standards should be detailed enough to supports the goals of the federal government in the areas of user identification, access and validation; validity of data and data support structures, and supportive of fraud detection through a foundation that allows for validation and authentication of all system activities.  




170.210(b) Record Actions 

 (b) Record actions related to electronic health information. The date, time, patient

identification, and user identification must be recorded when electronic health

information is created, modified, deleted, or printed; and an indication of which

action(s) occurred must also be recorded.
	Comment
	Discussion
	Recommendation

	To ensure appropriate application of the record action (and related audit log), clarification is needed on the definition of “user identification.”    If user ID is meant  to reference the “author(s)” or “contributor(s)” it is recommended that this term be used to be consistent with existing standards including HL7 CDA specification.  

The IRF should reflect the need to collect record actions when health information is “viewed” as required in the HL7 EHR-S Functional Model standard.   An alternative to the term “view” is the term “read.”  The HL7 EHR-S Functional Model Standard defines this term and includes the following record actions: view, report, display or access. 
The reference to printing leaves it unclear as to the intention of the rule.  Printing is only one type of output/disclosure format used by EHR systems.  If the intent is to track disclosures through the audit log then the rule is leaving out many other disclosure types and will not result in comprehensive logging of these record actions. Other disclosure types include report generation, extraction, and exchange. Disclosure may also be in the form of copying a report to a CD or an e-mail.  It can also be in the form of allowing access to a report through a patient  portal.



	The record action “viewing” is an important action in support of privacy and security priorities in the IFR and NPRM for meaningful use.  

Record actions for output of electronic health information should not be limited to printing.  The rule needs to use a more inclusive term to include extraction, exchange, report/.pdf, as well as printing.

The lack of record action data on viewing and printing will result in a significant gap or loophole for individuals who wish to inappropriately access protected health information.  Record action data provides critical information in support of the confidentiality, privacy and security program for a health care provider.  


	1) Define the term user identification and consider the term to author(s).      

· Utilize existing definitions in standards such as HL7 definitions of an author which includes a person, organization or device.  

· Whichever term is used should be plural to recognize that records can have more then one user ID (author or contributor) assigned to it.  Only recognizing one author 

If user identification will continue to be used then a definition is required.  If it is synonymous with author then the need to capture more than one user identification must be recognized. 
2) Include the new record action -  read or viewing. 


3) Clarify the intent of capturing the record action printing.  Consider expanding the record action to include the other types of output methods not just the limited and narrow method of printing.




170.302(r) Audit Log

 (r) Audit log. (1) Record actions. Record actions related to electronic health information in accordance with the standard specified in §170.210(b).
	Comment
	Discussion
	Recommendation

	Additional requirements are needed to support the intent and purpose of the audit log for record integrity purposes and ensure that a minimum set of audit logging procedures are completed.  

· Audit logging must always be on during normal production for the minimum elements specified in 170.210(b)

· Audit logs must be maintained in a secure manner and alterations to the log tracked.

· Audit logs should be produced in a human readable format


	Systems have the capability and system administrators routinely “turn off” audit logging processes to increase system performance and address storage capacity issues.  As audit data is used to support record integrity, compliance activities related to breaches and inappropriate access is it critical that the audit logs are required during routine operations of the system, that the data be maintained in a secure manner and be accessible in a human readable format.  Many systems have logs but they are difficult to access (or can only be accessed by the vendor through special processes and with expense). Not addressing accessibility and security to the requirement will result in a mandate that critical but may not be fully realized by the health care provider depending on the vendor that they select. 
	(1) Record actions. Record actions related to electronic health information in

accordance with the standard specified in §170.210(b).  Audit logs must meet the following requirements:

· Always be on during normal production of the system for the minimum elements specified in 170.210(b)

· Maintained in a secure manner and modifications to the log tracked.

· Produced in a human readable format
· Retained in conjunction with the retention period of the record.



170.302(v) and 170.210(e) Certification Criteria and Standard of Accounting for Disclosures
The standard specified in Table 2B stipulates a functional requirement that a recorded disclosure for treatment, payment or healthcare operations must include: the date, time, patient ID, user ID, and a description of the disclosure. 
	Comment
	Discussion
	Recommendation

	The IFR correctly indicated that accounting of disclosure functionality is generally not a component of EHR systems today and not generally part of EHR standards today. 

In reviewing the required elements for an accounting, it was noted that the rule

missed requiring an important piece of information for an accounting of disclosures – who the PHI was disclosed to. 

The definition of a disclosure for treatment, payment, or healthcare operations includes providing access to information.  The record action data does not require collecting “read/view/access” which would be necessary in supporting accounting of disclosure functionality in an EHR module/system.

The difference between a use and disclosure are not adequately defined by the rule to determine when an accounting is triggered. 

	
	1) To completely collect information that is necessary for an accounting of disclosure collect “who” the disclosure was made to as a required element. 

Current:

· Date

· Time

· Patient ID

· User ID

· Description of Disclosure

New:

· Who the disclosure was made to
2) The accounting of disclosure requirements utilize the record action data required in 170.210(b).  The definition of a disclosure includes “access” to information. Without collecting “read/view” as a record action, the audit log is inadequate to support this requirement.

Recommendation:
- Add “Read/View” as a record action in 170.l210(b) to support the accounting of disclosure requirement.


Recommendation for New Item for Standards and Certification Final Rule:

It is recommended that the ONC specify standards in the following areas: Patient Identification, Disclosure Management for HIE, and Alterations/Amendments/Corrections.  These three areas will be instrumental in support of health information exchange activities required for Meaningful Use Stage 2 measures.  We recommend these three areas be addressed because there are currently gaps in existing standards which need to be developed, tested and then incorporated into certification criteria well in advance of 2013/2014.  In order to accommodate that timeline, the standards or direction/priority for standards need to be addressed now to guide activities appropriately.
	Comment
	Discussion
	Recommendation

	Patient Identification Standards Gaps:

Properly identifying an individual and their related records is the cornerstone of effective health information exchange activities. Current EHR standards lack patient identity management requirements for EHR systems to address the following:

· Ensure systems use best practices for matching algorithms. 

· Ensure systems have functionality to support best practices for matching reliability based on key identifying information

	Patient identity management is often a function of a master patient index application in hospitals or built into practice management systems for physicians.  

The software and rules for identity management are often proprietary. Generally accepted principles and practices have not emerged to ensure in EHR standards and certification criteria the best practices in identity management to find and eliminate duplicate patients, link alias records (e.g. maiden name to current name), and find patients and their related records based on key identifiers.

	Establish a foundation or establish a direction for standards related to patient identity management for EHR modules and complete EHRs.

· Patient identity techniques using key identifiers

· Matching algorithms

· Matching reliability

· Handling an alias

· Handling duplicates

· Handling incorrect matched identities

	Health Information Exchange/Disclosure Management Standards Gap:

EHR system functionality and standards are not mature for management of disclosures that would support health information exchange activities.  Standards are needed for the following:

· Automated query and disclosure process for “computer to computer” exchange of information in support of HIE

· Rules engine for disclosures that incorporates disclosure rules, limitations and restrictions.

	
	Establish a foundation or establish a direction for standards related to disclosure management in support of HIEs for EHR modules and complete EHRs that include:

· Automated query and disclosure process for “computer to computer” exchange of information in support of HIE

· Rules engine for disclosures that incorporates disclosure rules, limitations and restrictions.


	Alteration/Amendment/Correction for HIE Standards Gap:
A single accepted practice for alterations, amendments and corrections has not been established for EHR systems (modules or complete).  The HL7 Records Management and Evidentiary Support Functional Profile has identified the required functionality, but that functionality is not recognized in certification criteria and not uniformly applied in EHR applications today. 
EHR system standards and certification criteria must establish a uniform way of handling alterations, amendments and corrections across all modules and a uniform way of communicating those changes when information has been exchanged through an HIE Organization or with another entity (provider, payor, PHR, etc.).



	Current EHR modules have differing business rules for handling amendments, corrections and alterations.  The result is an inconsistent record available for exchange activities.  

The inconsistency can reduce the reliability of the information particularly without a process for sending updates when changes are required.  

HL7 RM-ES workgroup members have discussed this issue.  Canadian representatives identify the handling of record changes as a problematic area that needs to be addressed to support health information exchange.  

Standards for handling changes to the record are not consistently used by the industry. Standards for handling updates related to changes in support of health information exchange are currently not for EHR systems (module or complete).
	1. Identify the standard for properly amending, correcting or altering a record for all EHR modules and complete EHRs as outlined in the HL7 RM-ES Functional Profile.  


2. Establish a foundation or establish a direction for standards related to alterations, amendments or corrections in a health information exchange environment to ensure that information that has been updated is properly, timely, and uniformly communicated to receiving entities.  




RM-ES Workgroup Comments on NPRM for Incentive Payments/Meaningful Use

Progress Notes


NPRM Reference:  The NPRM states that “documentation of progress notes is a medical-legal requirement and a component of basic EHR functionality.” 

	Comment
	Discussion
	Recommendation

	The HL7 RM-ES Workgroup strongly believes that progress notes are more than “just a medico-legal requirement.”  The HL7 RM-ES Workgroup has reviewed the HIT Policy Committee letter dated February 17, 2010 and agrees with the statement that “Electronic access to progress notes is key to delivering high quality care and for coordination of care for several reasons, including the following: 

· Handwritten medical records do not only take more time to decipher, their illegibility often obscures important information.

· Information that is not entered electronically at the point of care is lost forever, thus rendering the record less complete.

· Hybrid systems (part electronic, part paper) cause fragmentation of the record and inefficient workflow.

· Maintaining progress notes on paper impedes patients’ access to this information because there is no structured way to provide patients with context to those data.

· Sharing electronic progress notes is fundamental to successful care coordination. 

· Textual progress notes provide significant information about the patient that is not captured in the structured format elsewhere. Providers use these to know the patient as a human being, and patient focus groups suggest the best way to improve quality of care is for personal clinicians to ‘really know me.’” 


	The HL7 RM-ES Workgroup strongly believes the progress note is an essential component of clinical documentation that is used by the provider as a basis for the development of the treatment plan, decision making and care coordination and management. 

The HL7 RM-ES workgroup believes that progress notes are equally as valuable for inpatient care, although at the present time the majority of today’s hospital do not maintain EHR systems which provide for documentation of progress notes for each patient encounter. 
	1. Document a progress note for each encounter for Stage 1 Eligible Providers (EP) Meaningful Use Definition.  The EHR progress note highlights the importance of unstructured text to communicate a provider’s thought process and observations in the development of the treatment plan and ongoing care of the patient.

Provisions should be in place for both EPs and EH’s to screen the progress notes for any privacy data and for the provider to be able to send a data blob along with the progress note to indicate that the data has been screened.  



	At this point in time, the majority of today’s hospitals contain a combination of both paper and electronic and paper documentation of the patient progress notes.  The HL7 RM-ES Workgroup strongly believes the patient progress note is more than just a “medico-legal requirement.”  The patient progress note provides valuable information to providers to be used as the basis for the treatment plan, care coordination and communication of the patient’s discharge plans and needs.  
	
	2. Currently, the majority of today’s hospitals to do not maintain fully integrated electronic progress notes.  Eventually they will become a routine EHR function.   Therefore, progress   note clinical documentation as a required criterion for Meaningful Use should occur within the Stage 2 for Eligible Hospitals (EH) definitions.  


