Office of the National Coordinator for Health Information Technology
200 Independence Ave, SW, Suite 729D
Washington, DC   20201

Attention: HIT Policy Committee Meaningful Use Comments


From: Representatives of the HL7 Records Management-Evidentiary Support Profile Workgroup
Date: June 26, 2009

RE: Critical Precursors for Meaningful Use: Closing Critical Records Management Gaps in EHRs

To the Committee;

On behalf of the Health Level 7 (HL7) EHR Workgroup on Records Management and Evidentiary Support (RM-ES), thank you for the opportunity to comment on Meaningful Use.  While weighing attributes for Meaningful Use, please consider a critical precondition for qualified and certified EHRs to support meaningful use for e-prescribing, health information exchange and quality reporting.  That precondition is data integrity through robust records management supports.  Any discussion of the "Meaningful Use" of EHR data (or of almost any type of critical data) carries with it the implicit assumption that the data has integrity. However, any measurement proposed under the ARRA of the "Meaningful Use" of EHR data ought to explicitly state that tests/proofs/measures for insuring a high degree of data integrity will be required.  Otherwise, without the cornerstone of data integrity, all uses of the record are at risk.    


The recently passed HL7 RM-ES Profile Standard establishes functional requirements for records management for health records within the EHR-system for business and evidentiary purposes in support of laws, regulations and standards.  Specifically, this profile identifies the foundational EHR-system functions and conformance criteria to ensure that information is created and maintained in a way that ensures demonstrable record authenticity, data quality, and trustworthiness.   


Following from the RM-ES Profile’s March 2009 passage as a new Standard, we provide this subset drawn from RM-ES core functions and criteria.  The subset is presented in the context of Records Management concepts and is recommended as initial minimum requirements for qualified and certified EHRs to have sufficient demonstrable data quality and integrity to provide the preconditions to support meaningful use.
Core Records Management Concepts:

1. Patient Identity Validity: Accurate patient identification is necessary to assure a valid record.  
2. User Authentication & Authorization: Valid records and information require a high level of assurance that the individual providing data is authentic and cannot be misrepresented. 
3. Attestation/Non-repudiation: Validity of a patient record entry requires an indelible statement (e.g. attestation, electronic signature) by the author(s) of completeness, accuracy, and affirmation that the record cannot be repudiated, assigning each author to his/her actual contributed content. 
4. Alteration/Amend/Correction: Validity requires means to modify patient records when necessary, including preservation of original content, assurance of auditability, and unmistakable indications that a given record has been (legitimately) corrected or otherwise modified.
5. Auditing (Metadata) and Validation Supports:  Metadata (audit records) for time, identity and integrity are critical attributes for digital evidence/records to prove that the record is valid and authentic.

· Metadata for “time” identifies the date and time when EHR records/data were created, received, viewed, printed, edited, etc. 

· Metadata for “identity” identifies who created, attested, edited which content and who printed or viewed an EHR record.

· Metadata for “integrity” identifies record amendments or corrections in a transparent way and supports producing different levels of granularity per different end-user requirements; clinical versus business versus population health (ex: biosurveillance).  
6. EHR Outputs and Reports:  EHR systems must have the ability to communicate records of care for multiple purposes (continuity of care, health information exchange, payment, litigation, patient request, etc.).  EHR systems must be able to provide and support outputs that accurately reflects and chronicles the care delivery process, encounter, or episode of care.  

Summary/Recommendations

Currently, there are gaps in Meaningful Use policy priorities for ensuring that information is created and maintained in a way that ensures demonstrable record authenticity, data quality, and trustworthiness.   The HITECH review and revision of certification and qualification can make use of the key concepts and initial criteria recommendations here, excerpted from a robust and lengthy standards process embodied in HL7’s Functional Model and RM-ES Profile Standards, to close these gaps, thereby solidifying the foundations for all EHR Meaningful Uses.  We strongly encourage the meaningful use of electronic health records that provide more authenticity, data quality, and trustworthiness than a paper record, not less.
The recommendations of this Work Group include:

Adopt the criteria referenced in Attachment A as part of the 2011 measures in support of the 2011 Objectives
Attachment A:
Core Records Management Concepts and associated Conformance Criteria Requirements
The following criteria are from the EHR-S Functional Model (FM) Standard (passed 2007) and from RM-ES Profile Standard (passed March 2009).  The Criteria are listed under their respective Core Records Management Concepts.  For illustration purposes, we indicate their current state with regard to 2009 CCHIT Ambulatory EHR Certification Criteria (Yes, Tentative Future, Partial, or No).  
	Function

(FM or RM-ES)
	Name
	Text
	Currently Tested for Certification?

	1. Patient Identity

	DC.1.1.1

(FM)
	Identify and Maintain a
Patient Record
	5. The system shall provide the ability to uniquely identify
a patient and tie the record to a single patient.


	YES

	2. User Authentication & Authorization

	IN.1.1

(Both)
	Entity Authentication


	3.     The system shall prevent access to EHR-S applications or EHR-S data to all non-authenticated principals (i.e. users, entities, applications, devices, etc.). (IN.1.1 cc 2 in FM)

	YES

	IN.1.2

(Both)
	Entity Authorization


	2. The system shall conform to function IN 2.2 (Auditable Records) for the purpose of recording all authorization actions.


	NO

	IN 1.2

(Both)
	Entity Authorization


	6. The system shall provide the ability to define context for the purpose or principal authorizaton based on identity, credential, role, work assignment, and location, in accordance with scope of practice, organizational policy, or jurisdictional law (“May” in FM)

	PARTIAL

	IN.1.3

(Both)
	Entity Access Control


	4. The system shall enforce system and data access rules for all EHR-S resources (at the component, application, or user level, either local or remote).


	YES

	3. Attestation/Non-Repudiation

	IN.1.5
(Both)
	Non-Repudiation
	3. The system shall conform to function IN 2.2 (Auditable Records) to prevent repudiation of data origination, receipt, or access. (“May” in FM)

	TENTATIVE FUTURE,2011+ PARTIAL

	IN 1.8

(RM-ES)
	Information Attestation


	7. If more than one author contributed to the EHR content, then the system shall provide the ability to associate and maintain all authors/contributors with their content. (FM does not have this criterion, also has different CC 7)

	New 2009 Partial, TENTATIVE FUTURE

	IN 1.8

(RM-ES)
	Information Attestation


	10. If a record is completed by multiple authors, then the system shall allow for multiple-attestations linking the content completed to the appropriate author.


	New 2009 partial TENTATIVE FUTURE

	4. Alteration/Amend/Correct

	IN.2.1

(Both)
	Data Retention, Availability and Destruction


	2. The system shall provide the ability to retain inbound data or documents (related to health records) as originally received (unaltered, inclusive of the method in which they were received) for the legally organizationally prescribed time in accordance with users’ scope of practice, organizational policy, or jurisdictional law.


	TENTATIVE FUTURE

	IN 2.1.1

(RM-ES)
	Record Preservation


	1. The system should provide the ability to secure data/records from un-auditable alteration or unauthorized use for preservation purpose such as a legal hold.


	TENTATIVE FUTURE

	

	IN 2.5.3.2

(RM-ES)
	Amended, Corrected or Augmented State


	4. The system shall provide the ability to indicate that an amendment or correction has been made to a note or document when it is viewed or printed.


	PARTIAL

	IN 2.5.3.3
(RM-ES)

	Document Succession Management and Version Control


	5. The system shall retain the prior version(s) of a note or document before the changes were made.


	TENTATIVE FUTURE

	5. Auditing (Metadata) and Validation Supports

	IN.2.2.1
(RM-ES)

	Point of Record Minimum Metadata Set and Retention


	1. The system shall capture and retain the author(s) of record/information that is part of the organization's medical record


	PARTIAL

	IN.2.2.1

(RM-ES)

	Point of Record Minimum Metadata Set and Retention


	2. The system shall capture and retain the time stamp for an object or data creation, modification, view, deletion as required by IN.2.2 cc 3, 4, 7, 8 for a record that is part of the organization’s medical record.
	PARTIAL

	IN.2.2.1

(RM-ES)


	Point of Record Minimum Metadata Set and Retention


	4.       The system shall capture and retain the author(s) of a change in a record as required by IN.2.2 cc 9 for a record that is part of the organization’s medical record.


	PARTIAL

	IN.2.2.1

(RM-ES)


	Point of Record Minimum Metadata Set and Retention


	7.       The system shall retain the medical record metadata for the in accordance with the legally prescribed timeframe in accordance with or organizational policy.


	New 2009

TENTATIVE FUTURE

	6. Health Record Output

	S.2.2.1
(Both)
	Health Record Output
	3. The system shall provide the ability to generate reports in both chronological and specified record elements order.
	PARTIAL

	S.2.2.1
(RM-ES)
	Health Record Output
	6.  The system shall provide the ability to generate a report that includes the point of record metadata for disclosure purpose as defined in IN.2.1.1. (FM does not have this criterion, has a different CC 6) 
	NO

	S.2.2.1
(RM-ES)
	Health Record Output
	13. The system should provide the ability to maintain a record of disclosure/release that includes the recipient, and outbound content.
	PARTIAL
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